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AIRBOSS DEFENSE GROUP

AIRBOSS DEFENOE TERMS AND CONDITIONS OF PURCHASE

1. Scope and Acceptance.

@ These Terms and Conditions of Purchase (the "Terms") apply to all purchase orders and amendments
there to (collectively referred to as an "Order") issued by AirBoss Defense Group ("Buyer™). All goods and
services (whether or not ancillary to a sale of goods) to be provided under an Order are included in the term
"Goods".

(b) Seller will be deemed to have accepted an Order as issued (i) if Seller acknowledges, whether r orally, in
writing or electronically, its acceptance of the Order, (ii) if Seller begins performance of the Order, (iii) if Seller
ships any goods or materials, or (iv) through any other conduct that recognizes the existence of a contract with
respect to the subject matter of the Order.

() Upon acceptance, the Order, together with these Terms, the AirBoss Defense Supplier Requirements
Manual as in effect at such time (as posted on Buyer's website at https://airboss.com/, and any other document
expressly incorporated in such Order or issued by or separately agreed to in writing by Buyer, (collectively the
"Contract Documents™), will become a binding contract between Buyer and Seller (collectively, the "Contract™).

(d) The Order does not constitute an acceptance of any offer or proposal made by Seller. Any reference in
the Order to any offer or proposal made by Seller is solely to incorporate the description or specifications of
Goods, but only to the extent that the description or specifications do not conflict with the description and
specifications in the Order. The Order is limited to and conditional upon Seller's acceptance of these Terms
exclusively, and any terms stated or supplied by Seller by any means, whether in Seller's quotation,
acknowledgement, invoice or otherwise, that are additional to or different from those contained in these Terms
or in an Order are unacceptable to Buyer, are hereby expressly rejected by Buyer and will not become a part of
the Order unless specifically accepted in writing by Buyer. To the extent there is any inconsistency or conflict
between any Contract Documents, the order of priority shall be as follows: any document separately agreed to
in writing by an officer or director of Buyer after the issuance of the Order, followed by the terms on the face of
the Order, followed by any document expressly incorporated into such Order, followed by these Terms,
followed by the Supplier Quality Manual, followed by any other document issued by Buyer.

2. Prices

All purchase prices for Goods shall be set forth in each Order and shall be DDP (place of delivery) unless
otherwise stated on the face of the Order. The prices contained in an Order shall be complete, and no additional
charges of any type shall be added without Buyer's express prior written consent, including but not limited to,
shipping, packaging, labeling, custom duties, taxes, storage, insurance, boxing and crating. Unless otherwise
stated on the face of the Order or separately agreed in writing by the parties, the purchase price is a firm fixed
price for the duration of the Contract and not subject to increase for any reason, including increased raw
material costs, increased labor or other manufacturing costs, increased development costs, or changes in
volumes or program length from those estimated or expected. Seller warrants that he prices for Goods set forth
in this Order are no less favorable than Seller currently offers to any other customer for the same or similar
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goods. If Seller reduces its prices to any other customer for the same or similar goods, Seller will immediately
reduce the prices for the Goods correspondingly. Seller warrants and guarantees that it will, at all times, remain
competitive in price, quality, performance and fulfillment of its obligations. If Seller is determined by Buyer not
to be competitive in any of the foregoing areas, Buyer shall be entitled to terminate all or part of an Order
pursuant to Section 20 hereof and re-source any or all Goods to a more competitive source.

3. Quantities; Releases

Unless otherwise expressly stated in the Order, if no other quantity is state on the face of the Order or if the
quantity is blank or states the quantity as zero, "blanket", "as released", "each", "EA", "blanket", "as scheduled"
or similar terms, then the Order is a requirements contract, and Seller shall supply, and Buyer shall purchase
from Seller, Buyer's requirements for Goods in such quantities as identified by Buyer as firm orders or as
otherwise authorized for fabrication by Seller specified in material releases, scheduling orders, or similar
written instruction ("Releases™). Seller shall not fabricate or assemble any Goods, procure any materials or
components, or ship Goods except to the extent authorized by such Releases. Releases are part of the Order, are
governed by these Terms and are not independent contracts. Seller accepts the risk associated with lead times of
various raw materials and/or components if such lead times are beyond those provided for in Releases. Any
estimates of forecasts of future requirements of Goods or of production volumes or program durations, whether
from Buyer or any Customer (as defined Section 27 below), are subject to change from time to time, with or
without notice to Seller, and shall not be binding upon Buyer. Unless otherwise expressly stated in the Order,
Buyer makes no representation, warranty, guaranty or commitment of any kind or nature, whether expressor
implied, to Seller in respect of Buyer's quantitative requirements for the Goods or the term of the supply of the
Goods.

4, Term

The Order is for a definite term. Subject to Buyer's termination rights, for Goods used by Buyer in or for the
production of automotive parts or systems the agreement formed by the Order is binding on the parties for the
length of the applicable vehicle program production life (including model refreshes as determined by the
applicable original equipment manufacturer ("OEM™)), of which Seller acknowledges and agrees it is aware,
and both Buyer and Seller acknowledge the risk of the vehicle program production life being cancelled or
extended by the OEM. To the extent that the Order lists Goods with distinct part numbers that are used in or for
different vehicle production programs, the Order is binding on the parties for the length of the applicable
vehicle program production life (including model refreshes as determined by the applicable OEM) to which
each distinct part number relates. For example, if the Order lists Goods with distinct part numbers A and B, and
the vehicle program to which the Goods with part number A ends in 0001and the vehicle program to which the
Goods with part number B ends in 0003, then the Order will automatically terminate with respect to part
number A in 0001 and, with respect to part number B, in 0003. If the Goods are not utilized by Buyer for the
production of automotive parts or systems, the agreement formed by the Order will be binding for one year
from the date the Order is transmitted to Seller. In such case, subject to Buyer's termination rights, the Order
will automatically renew for successive one-year periods after the initial term unless Seller provides written
notice at least 180 days prior to the end of the current term of its desire that the Order not be renewed.
Notwithstanding the foregoing, if an expiration date is stated in the Order, the term of the Order will continue
until that date. Unless specifically waived in writing by an authorized representative of Buyer, Seller's
obligations with respect to service and replacement parts and Transition Support will survive the termination or
expiration of the Order asset forth below.
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5. Changes

Buyer may, at any time or from time to time, make or direct changes, or cause Seller to make changes, to the
Goods under any Order or Order amendment, including, without limitation, changes in required quantities,
design, drawings, specifications, applicable testing or quality control, methods of packing and shipment, the
date or place of delivery or otherwise change the scope of work covered of an accepted Order. Any such change
shall be binding only if made in writing and signed by Buyer. Seller will promptly make any such required
change. In order for Seller to request a reasonable adjustment to the price or time for performance as a result of
such change, Seller must notify Buyer of its request in writing within ten (10) days after receiving notice of the
change and supply with its request all relevant information and documents necessary for Buyer to assess such
request. Seller will, as requested by Buyer, promptly provide additional information to Buyer relating to any
requested change in price or time for performance, including, without limitation, documentation of changes in
Seller's cost of production and the time to implement such change. After receiving all requested information and
documentation, Buyer may, in its sole discretion, determine an equitable adjustment in price or time for
performance resulting from such changes. If Seller does not provide timely notice to Buyer that a requested
change may result in a difference in price or time for performance, Buyer's requested change will not affect the
price or time for performance. No adjustments to price or time for performance shall take effect for any change
without an Order amendment issued by Buyer.

Seller will not make any change relating to Goods, including, without limitation, in the Goods' contents,
design, specifications, processing, packing, marking, shipping, price, date or place of delivery, except at
Buyer’s written instruction or with Buyer's written approval. Such prohibited changes include, without
limitation, changing (i) any third party supplier to Seller of the services, raw materials or goods used by Seller
in connection with its performance under the Order, (ii) any facility from which Seller and/or such third-party
supplier operates and that relates in any way to the Goods, or to services, raw materials or goods used by Seller
in connection with performance under the Order,(iii)the price of any Goods covered by the Order, (iv) the
nature, type or quality of any services, raw materials or goods used by Seller in connection with the Order, (v)
the fit, form, function, appearance or performance of any Goods covered by the Order, or (vi) the production
method, or any process or software, or any production equipment used in the production or provision of, or as a
part of, any Goods under the Order. Any changes by Seller to any Order or to the Goods covered by the order
without the prior written approval of an authorized representative of Buyer shall constitute a breach.

6. Delivery

(@) Except as otherwise stated in the Order, Goods will be delivered by Seller DDP Buyer’s facility
(Incoterms 2010).

(b) Time and quantities are of the essence. Delivery of Goods shall be on the date indicated in the Order or
Release, as applicable, or as otherwise as requested by Buyer. Seller agrees to 100% on-time delivery of the
quantities and at the times specified by Buyer in an Order or in Releases. If Seller has any reason to believe that
it may not be able to meet the specified delivery date in an Order or Release for any reason, it shall immediately
notify Buyer and, unless otherwise directed by Buyer, shall at its own expense take all steps required to
eliminate or minimize any delay in delivery. Such notice, however, will not excuse Seller’s obligation to meet
the required delivery time. Seller will pay any costs incurred by Buyer, including costs charged by any
Customer to Buyer, because of Seller's failure to comply with shipping or delivery requirements. Buyer is not
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obligated to accept early, late, partial, or excess deliveries. Goods which are delivered in advance of the
specified date may, at the option of Buyer, either (a) be returned at Seller's expense for improper delivery, or

(b)be placed in storage for Seller's account, at Seller's cost, until the delivery date specified in the applicable
Order or Release with payment withheld by Buyer until the date that the Products are actually scheduled for
delivery. Buyer may, from time to time, change delivery schedules or direct temporary suspension of scheduled
shipments.

(c) All Goods shall be suitably packed, marked and shipped in accordance the requirements of Buyer (or in
the absence of specific requirements from Buyer, in such a manner to ensure that the Goods are not damaged
during transit), the involved carriers and the countries of destination. Packing slips identifying the Order
number, Release number, Buyer's part number, number of pieces in the shipment, number of containers in the
shipment, Seller's name and number and the bill of lading number must accompany each shipment.

7. Over Shipments; Under Shipments.

Buyer will have no liability for payment of Supplier claims arising from Items delivered to Buyer that exceed
the quantities specified in the Purchase Order. At the sole option of Buyer, Buyer may keep any over shipments
of Items and elect to have the quantities of Items under the Purchase Order increased by the same number of
Items as the quantity of over shipments. Alternatively, over shipments of any Items shall, if so, requested by
Buyer, be returned to Supplier at Supplier’s expense. In case of under shipments of any Items, Supplier shall, if
S0, requested by Buyer, immediately at its cost, ship the additional Items needed to fully complete the
applicable Buyer’s requirements to the destination and by the time designated by Buyer.

Alternatively, Buyer may elect to have the quantities of Items under the Purchase Order reduced by the same
number of Items as the quantity of any under shipments.

8. Notification of Delay; Supplier Performance.

If at any time Supplier has reason to believe that the delivery of any Items may not be made in strict conformity
with applicable delivery schedules, Supplier shall immediately notify Buyer setting forth the cause for the
anticipated delay. Any oral communication shall be immediately confirmed in writing. During the period of any
delay, Supplier shall use its best efforts to provide the Items called for in the Purchase Order from other sources
and reduce its deliveries of Items to Buyer by such quantities of substituted Items, all without cost or liability to
Buyer.

9. Payment

Payment terms are set forth in the Order. If the payment date is not specified in the Order, the payment term is
Net 60 from delivery in accordance with the applicable Incoterm delivery term.

10. Risk of Loss and Title to Goods

Title will pass to Buyer at the time that risk of loss or damage to the Goods passes to the Buyer in accordance
with the applicable Incoterm 2010 delivery term.
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11.  Samples.

Seller, at its expense, shall fabricate from production tooling and processes and furnish to Buyer the number of
samples specified on the face of the Order, or if none is specified, a reasonable number of samples. Seller shall
inspect such samples before delivery and shall certify inspection results in the manner requested by Buyer.

12. Electronic Data Interchange

Seller shall, at Buyer's request, connect to Buyer's electronic data interchange ("EDI") system and/or its web
portal. Buyer shall have no liability whatsoever for any damages or loss alleged to have been suffered by Seller
as a result of connection to or use of the EDI system, including without limitation in respect of loss of data or
computer virus.

13.  Quality and Inspection

@ All Goods are subject to right of inspection and rejection by Buyer and Customers. Buyer may,
however, rely on Seller's obligations and is not obligated to inspect goods prior to assembly or use. Neither
Buyer's payment for nor Buyer's inspection of Goods, whether during manufacture, prior to delivery, or within a
reasonable time after delivery, constitutes acceptance of any work-in-processor finished goods. Buyer's
acceptance, inspection, or failure to inspect does not relieve Seller of any of its responsibilities or warranties.
Nothing in the Order releases Seller from the obligation of testing, inspection and quality control. In addition to
all of its other rights and remedies under the Contract or at law or in equity, Buyer may, in its sole discretion
and at Seller's risk and expense, return non-conforming Goods to Seller at or hold them for a reasonable period
of time and await Seller's disposal instructions. Goods returned by Buyer to Seller as defective or non-
conforming shall not be returned to Buyer, whether reworked or otherwise modified, without Buyer’s approval.
Neither assembly nor further use of Goods shall release Seller from its responsibility for non-conforming or
defective Goods.

(b) Seller shall provide adequate and safe facilities for inspections requested by Buyer and Customer at
Seller's facilities. Seller shall provide and maintain an inspection and process control system covering the
Goods that is acceptable to Buyer and Customer(s). Records of all inspection work by Seller shall be kept
complete and available to Buyer and Customer(s) during the performance of an Order and for at least five years
after the end of serial production of the Goods.

(© Seller will comply with Buyer's production part approval process ("PPAP") and will obtain all PPAP
approvals at its own cost prior to any delivery of or payment for Goods.

14, Non-Conforming Goods

Any Good determined by Buyer to be non-conforming or defective may be rejected by Buyer. If defective
Goods are shipped to and rejected by Buyer, the quantities under the Order will be reduced unless Buyer
otherwise notifies Seller. Seller will not replace reduced quantities without a new Order or Release from Buyer.

In addition to other remedies available to Buyer:(i) Seller agrees to accept return of non-conforming or
defective Goods, at Seller's risk and expense at full invoice price, plus transportation charges, and to replace
such defective Goods as Buyer deems necessary; (ii) Buyer may have corrected at any time prior to shipment
from Buyer's plant Goods that fail to meet the requirements of the Order; and/or (iii) Seller will reimburse
Buyer for all costs and damages that result from any rejection or correction of defective Goods, including,
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without limitation, those costs specified in Section 20(b) hereof. In addition, upon request of Buyer, Seller will
provide a written description of corrective action taken to assure future compliance.

15. Remedial Work; Replacement Items

If any item or shipment of items is rejected as nonconforming to the Purchase Order by Buyer before the end of
the Inspection Period (“Rejected Items”), Buyer shall have the following options:

Buyer may elect to have the quantity of Items under the Purchase Order reduced by the same amount as the
quantity of Rejected Items; and Buyer will have no obligation to pay Supplier for such Rejected Items. Supplier
will not replace Rejected Items without a new Purchase Order from Buyer. Rejected Items will be held by
Buyer in accordance with Supplier’s instructions and at Supplier’s risk. Supplier’s failure to provide
instructions to Buyer within ten days (or such shorter period of time as may be commercially reasonable under
the circumstances) after notice to Supplier by Buyer, shall entitle Buyer to charge Supplier for storage and
handling and to dispose of the applicable Rejected Items without liability to Buyer.

16. Marking

Markings shall be in English, bar code, and such other form as requested by Buyer. Seller shall mark each
package as described in the Supplier Requirements Manual.

17. Buyer and Seller's Information

@ Seller shall keep confidential any technical, process, financial, commercial or other information of
Buyer and its subsidiaries, affiliates, subcontractors, and Customers provided to Seller by or on behalf of Buyer,
including, without limitation, pricing and other terms of the Contract, specifications, data, formulas,
compositions, designs, sketches, photographs, samples, prototypes, test vehicles, manufacturing, packaging or
shipping methods and processes and computer software and programs (including object code and source
code, and any materials or information that contain or are based on any such information ("Buyer's
Information™), and shall not disclose, directly or indirectly, Buyer's Information to any third party or any
employee of Seller who does not have a need to know such information in order for Seller to supply the Goods
here under except as specifically authorized in writing by Buyer. Seller shall not, directly or indirectly, use or
permit Buyer's Information to be used for any purpose other than for supplying the Goods to Buyer here under
without obtaining Buyer's prior written consent. Upon completion or termination of an Order, Seller shall
promptly return to Buyer all materials incorporating any such Buyer's Information and any copies thereof.
Seller shall not in any manner advertise or publish the fact that Seller has contracted to furnish Goods to Buyer
or Customers.

(b) Seller will create, maintain, update, and provide to Buyer, in compliance with the drafting and math data
standards of Buyer, all technical information about the Goods and their manufacture which is reasonably
necessary or requested by Buyer or Customers in connection with the installation, assembly and use of the
Goods, including, without limitation, the engineering validation and qualification of the Goods for automotive
production and other applications and compliance with any legal or regulatory requirements. Any information
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which the Seller has disclosed or may disclose to Buyer that relates to the Goods is acquired by Buyer free from
any restrictions or claims (other than for patent infringement).

18. Intellectual Property Rights
@ Definitions

"Intellectual Property Rights" means any patent, patented articles, patent applications, designs, industrial
designs copy rights, software, source code, database rights, moral rights, inventions whether or not capable of
protection by patent or registration, techniques, technical data, trade secrets, know- how, and any other
proprietary right, whether registered or unregistered, including applications and registrations thereof, all related
and continuing rights, and all similar or equivalent forms of protection anywhere in the world. Intellectual
Property Rights excludes all brands, trademarks, tradenames, slogans and logos of Seller and Buyer unless
specifically identified as a deliverable or work product of Seller pursuant to this Contract “Background
Intellectual Property Rights" means any Intellectual Property Rights of either Buyer or Seller relating to the
Goods contracted (i) existing prior to the effective date of this Contract or prior to the date Buyer and Seller
began any technical cooperation relating to the Goods contracted, whichever is earlier, or (ii) that each party
acquires or develops after these dates but in a strictly independent manner and entirely outside of any work
conducted under this Contract.

"Foreground Intellectual Property Rights" means any Intellectual Property Rights, except Background
Intellectual Property Rights, (i) that are developed in whole or in part by Buyer alone, by Buyer and Seller
jointly or by Seller alone, in connection with this Contract or (ii) relating to the Goods contracted.

(b) Foreground Intellectual Property Rights

Buyer and Seller will each retain ownership of any Foreground Intellectual Property Rights that are solely
created or made by the irrespective employees, agents or subcontractors (“Personnel™). Buyer and Seller will
jointly own any Fore ground Intellectual Property Rights that are jointly created or made by Personnel of both
Buyer and Seller with the ability to grant licenses without consultation and no duty of accounting to each other
for any use or purpose. For clarity, unless an express written period of exclusivity has been promised to Buyer,
Foreground Intellectual Property Rights owned or controlled by Seller may be immediately exploited by Seller
in connection with its business with its other customers and will not be exclusive to Seller's performance of this
Contract. Seller hereby grants to Buyer and causes its affiliates and Personnel to grant to Buyer, an irrevocable,
worldwide, nonexclusive, perpetual to the maximum extent permitted by law, royalty free, fully paid-up license,
with right to sublicense, to all Foreground Intellectual Property Rights to make, have made, use, reproduce,
modify, improve, prepare derivative works of, distribute, display, perform, offer to sell, sell and import, without
limitation.

(© Background Intellectual Property Rights
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Buyer and Seller will each retain ownership of their respective Background Intellectual Property Rights. Seller
hereby grants to Buyer and causes its affiliates and Personnel to grant to Buyer, and Buyer hereby accepts, an
irrevocable, worldwide, nonexclusive, royalty free, fully paid-up license, with right to sublicense to Buyer's
affiliates, Customer(s) and subcontractors, to all Background Intellectual Property Rights to make, have made,
use, reproduce, modify, improve, prepare derivative works of, distribute, display, perform, offer to sell, sell and
import the Goods that are the subject of this Contract (the "Limited License"), provided that Buyer or its
affiliates will only use this Limited License in the event that (i) Seller breaches or repudiates its obligations by
being unable or unwilling to deliver Goods under this Contract, or (ii) in the event Seller is unable to supply
Goods under this Contract as a result of a force majeure event, but in such event only for the duration of

Seller's inability to supply. In no event will the term of the Limited License extend beyond the expiration date
of this Contract.

(d) Copyrights

To the extent that this Contract is issued for the creation of copyright able works, the works will be considered

"works made for hire" for Buyer except to the extent that the works do not qualify as "works made for hire" for
Buyer in which case Seller here by assigns to Buyer all right, title and interest in all copyrights and if lawfully

permitted waives all moral rights therein.

(e) Right to Repair

For the avoidance of doubt, Buyer, its affiliates, subcontractors and Customer(s) have the right to repair,
reconstruct, remanufacture, or rebuild the specific Goods delivered under this Contract without payment of any
royalty to Seller.

(j) Miscellaneous

Goods manufactured based, in whole or in part, on Buyer's drawings, designs, and/or specifications or other
Buyer-provided information as well as any software code or models provided by Buyer may not be used for
Seller's own use or sold to third parties without Buyer's express written authorization.

Nothing in this Contract is an admission by Buyer of the validity of any Intellectual Property Rights claimed by
Seller, including an admission that any license is required by Buyer to manufacture the goods or continue the
services contracted. Seller will claim and acquire all rights and waivers of Seller's personnel required to enable
Seller to grant Buyer the rights and licenses in this Contract. Seller assumes full and sole responsibility for
compensating Seller's personnel for such rights and waivers, including the remuneration of employees.

Seller, on behalf of itself and Buyer, Customer(s) and its dealers will comply with all obligations with respect to
software that forms any part of the Goods contracted, including obligations under any licenses.

Seller grants to Buyer, its subsidiaries and affiliates and customers an irrevocable, assignable, paid-up
worldwide license under each right of Seller that is applicable to any intellectual property whatsoever furnished
to Buyer in connection with the Goods. Title to any developments made by Seller while in performance of an
Order which enhance or improve the Goods or Seller's products shall belong to Buyer unless agreed upon in
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writing by both parties. The foregoing license is intended to be subject to11USC Section 365 (n) as an
executory agreement under which Buyer has license rights in Seller's intellectual property.

19.  Service and Replacement Parts

Seller will sell to Buyer the Goods necessary to fulfill Buyer's replacement parts requirements to Customer(s) at
the then current production price(s) under the Order. If the Goods are systems or modules, Seller will sell the
components or parts that comprise the system or module at price(s) that will not, in the aggregate, exceed the
price of the system or module less assembly costs. Seller will also sell Goods to Buyer to fulfill Buyer's service
and replacement parts requirements for Customer(s) during the fifteen (15) year period following the end of the
production phase (the "Post-Production Period"), and the Order will remain in effect during the entire Post-
Production Period. During the first five (5) years of the Post-Production Period, the price(s) for service Goods
will be the production price(s) which were in effect at the commencement of the Post-Production Period. The
price(s) for service Goods for the remainder of the Post-Production Period shall be as agreed by the parties. If
requested by Buyer, Seller will also make service literature and other materials available at no additional charge
to support Buyer's service activities. Seller agrees to maintain in good condition all tools and equipment
necessary to produce Goods and all corresponding drawings, designs and manufacturing processes until the end
of the Post-Production Period.

20. Warranties

@) Seller warrants to Buyer and Customers, for the duration set forth in Section 17(c), that all Goods and
any services provided under the Contract shall be: (i)merchantable; (ii) free from all defects in design,
workmanship and materials; (iii)selected, designed (to the extent designed by Seller or any of its agent or
representatives, even if the design has been approved by Buyer), manufactured and assembled by Seller based
upon Buyer's stated use and fit and sufficient for the particular purposes intended by Buyer and Customers;

(iv) conform strictly with specifications, samples, drawings, designs descriptions or other requirements
(including performance specifications) furnished to or by Buyer; (v) free from all liens, claims and
encumbrances whatsoever and (v) provided with due care. Any attempt by Seller to limit, disclaim, or restrict
any such warranties or any remedies of Buyer, by acknowledgement or otherwise, in accepting or performing an
Order, shall be ineffective. Buyer's approval of any design, drawing, material, process, or specifications will not
relieve Seller of these warranties. The foregoing warranties are in addition to those available to Buyer at law.
For all services, Seller further warrants that its work will be performed in a professional and workman like
manner, consistent with all standards and specifications agreed on with Buyer and otherwise consistent with
industry standards.

(b) Seller will conform to the quality control and other standards and inspection systems of Buyer and, as
applicable, any Customer(s), including, without limitation, quality control policies, 1ISO-9001 and TS16949
quality certifications. Seller will also participate in supplier quality and development programs of Buyer and, as
applicable, any Customer. Seller agrees to meet the full requirements of industry Production Part Approval
Processes (PPAP) as specified by Buyer and Customer(s), as applicable, and agrees to present the required
information to Buyer upon request at the PPAP level requested by Buyer.

() In the case of Goods supplied for use as, or incorporation into, parts, components or systems for
automotive vehicles or other finished products, the warranty period will commence upon receipt of the Goods
(or services) by Buyer and, except as provided in section 16(e) , end forty-eight (48) months following the date
the vehicle or other finished product on which such parts, components or systems are installed is first sold and

8261 Preston Court
Jessup, Maryland 20794

www.adg.com


http://www.adg.com/

ADG

AIRBOSS DEFENSE GROUP

delivered or otherwise utilized for consumer or commercial purposes, provided, however, that if Buyer offers
and provides a longer warranty to any Customer(s) with respect to any such parts, components or systems, then
such longer warranty period will apply to the Goods and services. In the case of Goods supplied for other uses,
unless otherwise expressly agreed in writing by an authorized employee of Buyer, the warranty period will be
the longer of (i) that provided by applicable law, or (ii) the length of the warranty that Seller offers to any of its
other customers for the same of similar goods.

(d) If any Goods are determined by Buyer to be non-conforming or defective, Seller shall reimburse Buyer
for all losses, costs and damages (including reasonable attorney and professional fees) caused by such non-
conforming Goods, including, without limitation, those costs specified in Section 20(b) hereof.

(e) Notwithstanding the expiration of the warranty period set forth in these Terms, if Buyer or the
manufacturer of the vehicles (or other finished product) on which the Goods, or any parts, components or
systems incorporating the Goods, are installed, voluntarily or pursuant to a government mandate, makes an offer
to owners of such vehicles to provide remedial action to address a defect that relates to motor vehicle safety or
the failure of the vehicle to comply with any applicable laws, safety standard or guideline or otherwise
implements a field service action or customer service campaign (collectively referred to hereafter as a "Recall"),
the warranty shall automatically apply for such period of time as may be dictated by Customer(s) or the federal,
state, local or foreign government where the Goods are used or provided.

21. Insurance and Indemnity

@) Seller shall maintain and carry adequate insurance, on a commercially reasonable basis, on Seller
plant(s) and equipment and tooling located at Seller's plant(s), for the full insurable value thereof, as well as
comprehensive general liability insurance, including public liability, property damage liability, product liability,
recall and contractual liability coverage, and workers' compensation and employees' liability insurance covering
all employees engaged in the performance of any Order, all in amounts and with companies satisfactory to
Buyer, acting reasonably. Liability coverage shall include completed products and operations coverage. Upon
request from Buyer, Seller shall have Buyer named as an additional insured and loss payee on its insurance
policies.

Seller shall, on Buyer's request, furnish certificates or other acceptable forms of proof of insurance confirming
the foregoing coverages. The receipt or review of such certificates or other forms of proof of coverage by Buyer
shall not relieve Seller from its insurance obligations hereunder or reduce or modify such insurance obligations.
Seller's failure to comply with these provisions shall not reduce or relieve Seller from its obligations or
liabilities hereunder. The certificate must certify that the required insurance is not canceled or materially
changed until 30 days after written notice to the Buyer.

(b) If Seller's work under an Order involves operations by Seller on the premises of Buyer or any Customer,
Seller shall take all necessary precautions to prevent the occurrence of any injury to persons or damage to
property during the progress of such work.

(©) To the fullest extent permitted by law:(i) Seller assumes sole responsibility for any injury to any person
(including, without limitation, death) or damage to any property of any kind or nature caused by, resulting from
or in connection with furnished of the Goods by Seller, its subcontractors, officers, agents, representatives of
employees;(ii) Buyer shall not be responsible for any injury to any person (including, without limitation, death)
or damage to any property resulting from Seller's possession, use, misuse or failure of any Furnished Property
(as defined in Section 22) or other property furnished to Seller by Buyer, and the use of any such property by
Seller shall constitute acceptance by Seller of all responsibility for any claims for such injury or damage, and
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(ii1) Seller will defend, indemnify and hold harmless Buyer, Customers, and dealers and users of the products
sold by Buyer (or the vehicles or other end-use application in which they are incorporated), and all of
their respective agents, customers, invitees, subsidiaries, affiliates, successors and assigns, officers, directors
and employees (collectively, the "Indemnified Parties") from and against all liability, claims, demands, losses,
judgments, damages, expenses or costs (including, without limitation, reasonable attorneys' and other
professional fees, settlements and judgments) (collectively, "Costs") arising out of, resulting from, or related to:
(i) any actual or alleged non- conformance or defect in Goods supplied by Seller; (ii) any actual or alleged
breach or failure by Seller to comply with (A) any of its representations, warranties or obligations under this
Contract or (B) applicable laws; and (iii) any alleged or actual negligent or wrongful act or omission of any of
the Indemnified Parties. Seller also will defend, indemnify and hold harmless Indemnified Parties from all
Costs occasioned by, resulting from or arising out of: (i) any claim relating to the acts or omissions by Seller or
its employees, agents or sub-contractors on Buyer's or any Customer's premises except to the extent liability for
such Costs arises out of the sole negligence or willful misconduct of Buyer or Customer; and (ii) any claim of
direct or contributory infringement or inducement to infringe of any proprietary right (including any patent,
trademark, copyright, moral, industrial design or other proprietary rights, or misuse or misappropriation of
trade secret) relating to the Goods covered by an Order (including, without limitation, their manufacture,
purchase, use and/or sale) under any legal theory related to the Goods, including such claims where Seller has
provided only part of the Goods, and Seller waives any claim against Buyer that any such infringement arose
out of compliance with Buyer's or Customer's specifications. Seller's obligation to defend indemnify and hold
harmless under this Section will apply regardless of whether the claim arises in tort, negligence, contract,
warranty, strict liability or otherwise, except for claims that arise as a result of the sole negligence of Buyer.
Buyer has the right to be represented by and actively participate through its own counsel in the defense and
resolution of any indemnification matters, at Seller's expense. The indemnification obligations of Seller are
independent of and in addition to any warranty and insurance obligations of Seller.

22. Termination for Convenience

Buyer may, at any time upon10 days prior written notice to Seller, terminate all or any part of an Order or
Release for Buyer's convenience, at any time and for any reason, by giving such written notice to Seller. Upon
receipt of notice of termination, and unless otherwise directed by Buyer, Seller will: (a) promptly terminate all
work under the Order on the effective date of termination;(b) transfer title and deliver to Buyer the finished
Goods, the work in process, and the parts and materials that Seller reasonably produced or acquired according
to quantities ordered by Buyer and that Seller cannot use in producing goods for itself or for others; (c)
verify and settle any claims by subcontractors for actual costs incurred directly as a result of the termination
and ensure the recovery of materials in subcontractors' possession; (d) take actions reasonably necessary to
protect property in Seller's possession in which Buyer has an interest until disposal instruction from Buyer has
been received; and (e) upon Buyer's request, cooperate with Buyer in transferring the production of Goods
to a different supplier, including as described in Section 21 below. Upon such termination, Buyer shall pay
to Seller, in full satisfaction of any claim, only the following amounts, without duplication:(i) the Order price
for all finished Goods in the quantities ordered by Buyer that conform to and are delivered in accordance with
the applicable Order or Release, to the extent not previously paid; (ii) Seller's reasonable actual direct costs of
merchantable and useable work in process and raw materials transferred to Buyer under subsection (b) above;
(iii) Seller's reasonable actual costs of settling claims regarding its obligations to subcontractors required under
the Order, to the extent directly caused by the termination, but limited to the amount of firm quantities of Goods
and raw materials/components authorized in outstanding Releases issued by Buyer; (iv) Seller's reasonable
actual cost of carrying out its obligation under subsection (d) hereof, and (v)if applicable, amounts due in
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connection with Transition Support underSection21. Buyer shall not pay for finished Goods, work in process or
raw materials fabricated or processed in excess of those in the terminated Order or Release (as applicable), for
undelivered Goods which are Seller's standard stock, or which are readily marketable, or which are not
promptly delivered to Buyer after request. Notwithstanding any other provision, Buyer will have no obligation
for and will not be required to pay Seller, directly or on account of claims by Seller's subcontractors, for loss of
anticipated profits, unabsorbed overhead, interest, development and engineering costs, tooling, facilities and
equipment, rearrangement cost or rental, unamortized capital or depreciation, general administrative burden,
finished goods, work-in-process or raw materials that Seller fabricates or procures in amounts exceeding those
authorized in the Releases, or any other consequential costs or losses. Buyer's obligation upon termination under
this Section will not exceed the obligation Buyer would have had to Seller in the absence of termination. Within
60 days after termination (or such shorter period as maybe required by Buyer or Customer), Seller shall provide
Buyer with Seller's termination claim and all relevant information and documents necessary for Buyer to assess
such request. Seller shall promptly furnish such supplemental and supporting information as Buyer shall
request. Seller's failure to timely submit such a termination claim will result in such claim being waived. Buyer
or its agent shall have the right to audit and examine all books, records, facilities, work, material, inventories,
and other items before or after payment to verify amounts requested in Seller's termination claim. In the event
of a termination of the Order by Buyer as a result of Buyer ceasing to be a supplier to the Customer for the
vehicle program in respect of which Buyer issued the Order, Buyer shall only be obligated to compensate Seller
for any costs under this Section if, when and to the extent that the Customer reimburses Buyer for such costs.

23. Termination for Cause, Default and Remedies

@ Buyer may terminate all or any part of an Order or Release under the Contract without any liability to
Seller or obligation to purchase raw materials, work-in-process or finished goods in any of the following
events:(i) Seller repudiates, breaches, or threatens to breach any of the terms of the Contract, including Seller's
warranties.

(i1) Seller is declared insolvent or bankrupt or makes a voluntary assignment or other arrangement for the
benefit of creditors, is the subject of a filing for involuntary petition into bankruptcy or a receiver or trustee is
appointed for Seller;(iii) Buyer reasonably determines, based on results of its rights to audit and review Seller
and its operations and records here under, that Seller is or maybe likely to become insolvent or experience
financial difficulties that could impact its performance under a Contract; (iv) if Buyer receives notice from
Customer that Seller is no longer an acceptable supplier or subcontractor for the Goods; or (v) there occurs a
Change of Control in the Seller. "Change of Control" means any sale or exchange of a sufficient number of
securities, including as a result of a merger, amalgamation, consolidation, take-over bid or otherwise, of Seller
or of any affiliate that controls Seller, to elect a majority of the board of directors or similar governing body of
Seller or effect a change in management of Seller. Seller shall notify Buyer in writing within ten (10) days of
any Change of Control of Seller.

(b) The rights and remedies reserved to Buyer under the Contract are cumulative with and in addition to all
other or legal or equitable remedies. Upon the occurrence of an event identified in Section 20; Buyer may by
written notice to Seller (without limiting any of the remedies available to Buyer) (i) terminate the whole or any
part of an Order; and (ii) procure alternative goods or services upon such terms as it shall deem appropriate.
Seller shall continue performance of an Order to the extent not terminated. Seller will reimburse Buyer for any
and all incidental, consequential or other damages (including lost profits) caused or required by any of the
events identified in Section 20(a), or by non-conforming or defective Goods, including without limitation costs,
expenses and losses incurred directly or indirectly by Buyer or Customer(s) resulting from or in connection
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with: (i) inspecting, sorting, storing, reworking, repairing or replacing the non-conforming Goods; (ii) line
stoppage or production interruptions;(iii) a Recall, including, without limitation, the amounts paid to
distributors and/or dealers for materials and replacement parts(including reasonable mark up to recover
administrative costs or other capital expenses) and the labor costs to perform such work; (iv) off lining of
vehicles or component systems, or (v) personal injury (including death) or property damage caused by the non-
conforming or defective Goods. Buyer's damages include reasonable attorneys' fees and other professional fees,
settlements and judgments incurred by Buyer and other costs associated with Buyer's administrative time, labor,
and materials. If requested by Buyer, Seller will enter into a separate agreement for the administration or
processing of warranty charge- backs for non-conforming or defective Goods and will participate in and comply
with warranty reduction or related programs of Buyer or (to the extent directed by Buyer Customer(s) that relate
to the Goods. In any action brought by Buyer to enforce Seller's obligations in connection with the production
or delivery of Goods or transition support, or for possession of property, Seller acknowledges and agrees that
monetary damages are not a sufficient remedy for any actual, anticipatory or threatened breach of the Contract
and that, in addition to all other rights and remedies that Buyer may have, Buyer shall be entitled to specific
performance and injunctive equitable relief as a remedy for any such breach, plus Buyer's reasonable attorneys'
fees and professional fees. The rights and remedies of the Buyer provided in this clause shall not be exclusive
and are in addition to any other rights and remedies provided by law or under an Order.

(© In addition to any right of set off or recoupment provided by law, Buyer may set-off against or recoup
from any amount due or to become due to Seller, in whole or in part, any amount due to Buyer or its
subsidiaries or affiliates from Seller or its subsidiaries or affiliates. Buyer will provide Seller with a statement
describing any offset or recoupment taken by Buyer.

23.  Transition of Supply

Upon the expiration, cancellation, or termination of the Contract, in whole or in part, by either party for any
reason, or Buyer's decision to change to an alternate source of Goods (including, without limitation, a Buyer-
owned or operated facility) ("Alternative Supplier"), Seller will cooperate in the transition of supply, including,
without limitation, the following transition support ("Transition Support™):(i) following termination, Seller will
continue production and delivery of all Goods as ordered by Buyer at the prices and other terms of the Contract,
without premium or other condition, during the entire period reasonably needed by Buyer to complete the
transition to the Alternative Supplier(s), including, without limitation, at Buyer's request, providing a sufficient
bank of Goods, such that Seller's action or inaction causes no interruption in Buyer's ability to obtain the Goods
covered by the Order, such that Seller's action or inaction cause no interruption in Buyer's ability obtain Goods
as needed; (i) at no cost to Buyer, Seller (A) will promptly provide all requested information and
documentation regarding and access to Seller's manufacturing process, including, without limitation, on-site
inspections, bill-of-material data, tooling and process detail, and samples of Goods and component parts, (B)
will provide all notices necessary or desirable for Buyer to resource production of the Goods to an Alternative
Supplier, (C) when requested by Buyer, will return to Buyer all Furnished Property in as good condition as
when received by Seller (reasonable wear and tear excepted); and (iii) subject to Seller's reasonable capacity
constraints, Seller will provide special overtime production, storage, and/or management of extra inventory of
Goods, extraordinary packaging and transportation and other special services as expressly requested by Buyer
in writing.

If the transition occurs for reasons other than termination of Seller pursuant to Section 20, Buyer will, at the end
of the transition period, pay the reasonable, actual cost of Transition Support as requested and incurred,
provided that Seller has advised Buyer prior of its estimate of such costs prior to incurring such amounts and
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has received Buyer approval for such costs. If the parties disagree on the cost of Transition Support, Buyer will
pay the agreed portion to Seller and pay the dispute portion into escrow for disbursement by a court or
arbitration tribunal.

25.  Property Furnished by Buyer and Its Customers

Unless otherwise agreed in writing, all information, documents, tooling (such as fixtures, gauges, jigs, patterns,
castings, cavity dies, molds, with all related appurtenances, accessions, and accessories), equipment or materials
of every description furnished to Seller by Buyer either directly or indirectly to perform the Order or for
which Buyer has agreed to reimburse Seller(s), and any replacement thereof, or any materials affixed or
attached thereto ("Furnished Property"), shall be and remain the personal property of Buyer or Customer and
shall be held by Seller or by a third party, to the extent that Seller has transferred possession of Buyer's Property
to a third party with Buyer's permission, on a bailment basis as a bailee-at-will. To the extent that Buyer has
agreed to reimburse Seller for Furnished Property, Seller must provide all required information as specified in
the Supplier Requirements Manual. Seller is solely responsible for inspecting, testing and approving all
Furnished Property prior to any use, and Seller assumes all risk of injury to persons or property arising from
Furnished Property. Furnished Property will, at all times, be housed, maintained, repaired and replaced by Seller
at Seller's expense in good working condition capable of producing Goods meeting all applicable specifications.
Furnished Property shall be plainly marked or otherwise adequately identified by Seller as the property of
Buyer or Customer and shall be safely stored separate and apart from Seller's property. Buyer may enter Seller's
premises and inspect Furnished Property and all related records during normal business hours. Seller shall not
substitute any of its own property for Furnished Property and shall not use Furnished Property except in filling
an Order. Such property while in Seller's custody or control shall be held at Seller’s risk, shall be kept insured
by Seller at Seller's expense in an amount equal to the replacement cost with loss payable to Buyer or Customer.
Buyer and its affiliates have the right to take immediate possession of Furnished Property at any time without
payment of any kind. Seller agrees to cooperate with Buyer if Buyer elects to take possession of Furnished
Property. Effective immediately upon written notice to Seller, without further notice or legal action, Buyer has
the right to enter the premises of Seller and take possession of all Furnished Property. Seller expressly waives
any right to additional notice or process and agrees to provide Buyer or its nominee(s) with immediate access to
Furnished Property. Seller grants to Buyer a limited and irrevocable power of attorney, coupled with an interest,
to execute and record on Seller's behalf any notice financing statements with respect to Furnished Property that
Buyer determines are reasonably necessary to reflect Buyer's interest in Furnished Property. At Buyer's request,
Furnished Property will be immediately released to Buyer or delivered by Seller to Buyer or Customer in the
same condition as originally received by Seller, reasonable wear and tear excepted, all at Seller's expense. Seller
waives, to the extent permitted by law, any lien or other rights that Seller might otherwise have on any
Furnished Property, including but not limited to molder's and builder's liens, or any liens or other rights that
Seller might otherwise have on Furnished Property for work performed on such property, for the purchase price
of Goods, or otherwise.

TO THE EXTENT PERMITTED BY LAW, BUYER SHALL HAVE NO LIABILITY TO SELLER OR
ANYONE CLAIMING BY OR THROUGH SELLER FOR ANY INCIDENTAL OR CONSEQUENTIAL OR
OTHER DAMAGES OF ANY KIND WHATSOEVER RELATING FURNISHED PROPERTY SUPPLIED
BY BUYER. BUYER DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, WITH RESPECT TO
SUCH FURNISHED PROPERTY, INCLUDING WARRANTIES OF MERCHANTABILITY AND FITNESS
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FORA PARTICULARPURPOSE, AND SELLER WAIVES, FOR ITSELF AND ITS SUCCESSORS AND
ASSIGNS, ALL CLAIMS OF NEGLIGENCE AND STRICT LIABILITY.

26. Seller's Tooling

Seller, at its own expense, shall furnish, keep in good condition, and replace when necessary all tooling, jigs,
dies, gages, fixtures, molds, and patterns that are not Furnished Property (“Seller's Tooling") throughout the
term of the Order and for a period of 15 years after production. The cost of changes to Seller's Tooling
necessary to make design changes and specification changes authorized by Buyer in writing shall be paid for by
Buyer. Buyer may inspect Seller's Tooling and production facilities during normal working hours upon
reasonable notice to Seller. Seller shall insure Seller's Tooling with full fire and extended coverage insurance
for the replacement thereof. Seller grants Buyer an irrevocable option to take possession of and title to Seller's
Tooling that is special for the production of Goods upon payment to Seller of the book value thereof less any
amounts the Buyer has previously paid to Seller for the cost of Seller's Tooling; provided, however, that this
option shall not apply if Seller's Tooling is used to produce products that are standard stock of Seller. Seller
grants Buyer a security interest in Seller's Tooling to secure Buyer's rights in Seller's Tooling.

27.  Audit Rights

During the term of the Order and for an additional six (6) years after the final payment under the Order, Buyer,
at its expense, shall have the right to audit and review all relevant information, including books, records, income
statements, balance sheets, cash flow statements, payroll data, receipts and other related supporting data,
including Seller's administrative and accounting policies, guidelines, practices and procedures, as well as
correspondence, test results, other documents in order to (i) substantiate any charges and other matters under the
Contract (ii) assess Seller's ongoing ability to perform its obligations under an Order, and (iii) assess
Seller's compliance with the terms of the Order. Seller will maintain and preserve all such information and
documents for a period of six (6) years following final payment under the Contract. In addition, all Goods,
work, materials, inventories and other items provided for under or related to the Order must at all times be
accessible to Buyer and to Buyer's authorized agents and representatives, including parts, tools, fixtures, gauges
and models. Seller will provide Buyer with reasonable access to its facilities and otherwise cooperate and
facilitate any such audits by Buyer.

28.  Compliance with Laws

@ Seller's performance of its obligations under an Order shall be incompliance with all applicable federal,
provincial, state, municipal and local laws, ordinances, rules, codes, standards and regulations in the country of
receipt, the country of shipment and the customer-identified country of destination, including but not limited to
the United States Foreign Corrupt Practices Act, the Arms Export Control Act, the International Traffic in Arms
Regulations, the Export Administration Act and the Export Administration Regulations (collectively, "Laws").

Seller shall furnish Buyer with certificates of compliance, where required under such applicable Laws or when
requested by Buyer. Each invoice rendered to Buyer under an Order shall constitute written assurance by Seller
that Seller has fully complied with all applicable Laws.
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(b) Seller shall package, label and transport the Goods and their containers, in particular those which
constitute a health, poison, fire, explosion, environmental, transportation or other hazard, in compliance with all
applicable laws in effect in the place to which the Goods are shipped or as otherwise specified by Buyer. Upon
request, Seller shall furnish Buyer with information regarding the ingredients of the Goods. Seller warrants that
each chemical substance constituting or contained in the Goods sold is on the list of chemical substances
compiled and published by the Administrator of the Environmental Protection Administration pursuant to the
Toxic Substances Control Act(15U.S.C.Sec.2601et.seq.) as amended, and that the Goods are not hazardous
under any applicable Laws except as clearly stated on the shipping and storage containers. Seller shall provide
Safety Data Sheets upon delivery of Goods.

(© Seller represents that: (i) neither it nor any of its subcontractors or suppliers will either engage in or
permit substandard working conditions in the supply of the Goods under an Order, (ii) child labor or underage
labor, as defined by applicable law, will not be utilized, (iii) it will not allow any form of forced or compulsory
labor, (iv) workers, without fear of reprisal, intimidation or harassment, shall have the right to associate freely
and join labor unions and workers' councils or to otherwise refrain from joining such organizations as they so
choose, in accordance with applicable laws, (v) workers shall be protected against any form of
harassment and discrimination in any form, including but not limited to gender, age, religion, disability and
political beliefs, (vi) workers shall have a safe and healthy workplace that meets or exceeds all applicable
standards for occupational health and safety.

(d) Upon request, Seller shall furnish Buyer with such written verification as Buyer deems necessary to

certify the origin of any ingredients or materials in the Goods. Seller shall also promptly furnish to Buyer all
documents and other information requested by Buyer so that Buyer may comply in a timely manner with all
applicable Laws governing consumer protection, conflict minerals or similar materials or ingredients.

(e Upon request, Seller shall furnish promptly certificates of local value added in accordance with
applicable government regulations. Each January, Seller shall provide NAFTA certifications for Goods shipped
the prior year, including Certificates of Origin.

29.  Assignment and Non-Assignment

Seller shall not assign or subcontract any right or obligation under an Order without the prior written consent of
Buyer. Buyer may assign its rights and obligations under the Order without Seller's prior written consent.

30. Customer Requirements.

(a)Seller agrees to comply with the applicable terms and conditions of any agreements (" Customer Terms")
received by Buyer from a third party ("Customer"), or directly or indirectly applicable to Buyer, pursuant to
which Buyer agrees to supply to its customer, or to incorporate into goods supplied to its customer, Goods
purchased by Buyer from Seller. The terms "Customer" and "Customer Terms" also include, where applicable,
the final equipment manufacturer of the goods or services into which the Goods are or will be incorporated, as
well as any intermediate entities in the supply chain between Buyer's direct Customer and such final equipment
manufacturer, and related terms and conditions of such Customers. Buyer may, in its discretion, supply Seller
with information regarding Customer Terms. Seller will be responsible for ascertaining how such disclosed
Customer Terms affect Seller's obligations under the Contract, and Seller will meet all such disclosed Customer
Terms. In the event of a conflict between the Order or these Terms and the Customer Terms, Buyer will
determine, in its sole and absolute discretion, which terms will supersede and apply to Seller. Seller will take all
steps necessary to enable Buyer to comply with the Customer Terms, including, without limitation, cost and
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productivity terms and price reductions. By written notice to Seller, notwithstanding Section 1(d) above, Buyer
may elect to have the provisions of this Section prevail over any conflicting term of any Contract Document. (b)
In the event that a Customer files or has filed against it a petition in bankruptcy or insolvency and, in the course
of such proceeding and in connection with actual or threatened termination by the Customer of its
contract(s) with Buyer (by rejection or otherwise), Buyer permits a reduction in the price(s) paid to Buyer for
products incorporating the Goods, the price paid to Seller for the Goods from and after the date of such
reduction will be automatically adjusted proportionally by the same percentage as the price paid to Buyer, and
the Order will otherwise remain in effect without modification.

(c) If a Customer directed, required, recommended, requested, suggested or otherwise identified Seller as the
source from which Buyer is to obtain the Goods ("Direct Supply Relationship™), then notwithstanding anything
to the contrary in the Contract Documents, including the particular payment term:(1) in no event will Seller
have a right to receive payment from Buyer for the Goods except following, and in proportion to Buyer's actual
receipt of payment for those goods in which the Goods supplied by Seller are incorporated, and (2) any
lengthening of applicable payment terms to Buyer will automatically lengthen the payment terms as between
Buyer and Seller by an identical amount of time, and Buyer may, at its option and on notice to Seller, otherwise
revise its payment terms for the Goods to take into account any other change in the payment terms of Buyer's
Customer(s) for the Goods under the Contract; (3) within three business days of any change in price,
specifications or other terms negotiated or proposed between Seller and Customer, Seller will notify Buyer in
writing and will immediately adjust its invoices to reflect any price reduction, provided that no change will be
binding on Buyer without Buyer's specific written consent;(4) (without limiting any other rights and remedies of
Buyer)Seller will indemnify and hold harmless Buyer from any liabilities, claims, demands, losses, damages,
costs and expenses (including without limitation attorneys' fees and other professional fees) incurred by Buyer
arising from or relating to the Goods supplied by Seller- and including without limitation any charges or set-offs
(including without limitation interim field service action cost recovery debits) taken by Customer against Buyer
by reason of alleged defects in Goods, even if such set-offs by Customer are before final determination of (and
subject to adjustment based upon) whether and to what extent defects in Goods were a cause of the related
remedial action undertaken and related costs/damages incurred by Customer; (5) Seller will resolve all
commercial issues (including pricing disputes), collection and/or insolvency risks of OEM and/or Seller,
warranty charges, product liability claims, recalls, intellectual property matters and production interruptions
arising from or relating to the Goods (except in each case to the extent caused by Buyer) directly and
exclusively with Customer and Seller will indemnify and hold harmless Buyer for any of the foregoing matters;
and (6) any debits claimed by Customer arising from or relating to the Goods will be passed through Buyer to
Seller.

(d) If any requirement imposed by the Contract on Seller is found to be unenforceable or a gap otherwise exists
or is created in the terms applicable to any Order through operation of law conflict in terms or otherwise, the
corresponding requirement(s) of Customer shall be applicable to and binding on Seller for the benefit of Buyer.
Seller acknowledges that it is familiar with the automotive industry and the applicable terms of Customer(s) that
would apply in such event.

31.  Governing Law and Disputes

The Contract shall be construed in accordance with the laws of the State of Michigan. The Convention on the
International Sales of Goods shall not apply. In the event of any dispute arising from a Contract, the parties
agree that they shall negotiate in good faith to resolve any such dispute. In the event such dispute is not resolved
within 30 days upon receipt by one party of notice of a dispute, the parties agree to submit the matter to binding
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arbitration in accordance with the Commercial Rules of Arbitration of the American Arbitration Association.
The parties agree the arbitration shall occur in Oakland County in the State of Michigan. Notwithstanding the
foregoing, the parties agree that Buyer may seek injunctive or other equitable relief from a competent court in
any jurisdiction in order to protect its intellectual property rights and Confidential Information without
submission to arbitration.

32. Severability

If any provision of a Contract is invalid or unenforceable under any statute, regulation, ordinance, executive
order or other rule of law, such provision shall be deemed reformed or deleted, as the case may be, but only to
the extent necessary to comply with such statute, regulation, ordinance, order or rule, and the remaining
provisions of the Order shall remain in full force and effect.

33. Entire Agreement

Each Contract is a complete and exclusive statement of the terms of the parties’ agreement with respect to the
manufacture and supply of Goods under an Order. No course of prior dealings between the parties and no usage
of the trade may be used by Seller to supplement or explain any term used in an Order. Except as otherwise
provided herein, no amendments, subsequent terms, conditions, understandings or agreements purporting to
modify the terms of the Contract will be binding unless in writing and signed by the authorized representatives
of both parties.

34. Force Majeure

If Seller is unable to produce, sell or deliver any Goods or perform any services covered by the Contract, or
Buyer is unable to accept delivery, buy or use any Goods covered by the Contract, as a result of an
event or occurrence beyond the reasonable control of the affected party and without such party's fault or
negligence, then any delay or failure to perform under the Contract that results from such event or occurrence
will be excused for only so long as such event or occurrence continues, provided, however, that the affected
party gives written notice of each such delay (including the anticipated duration of the delay) to the other
party as soon as possible after the event or occurrence (but in no event more than seventy-two (72) hours
thereafter). Such events and occurrences may include, by way of example and not limitation, natural disasters,
fires, floods, windstorms, severe weather, explosions, riots, wars, sabotage and power failures. However,
Seller's inability to perform as a result of or delays caused by Seller's insolvency or lack of financial resources
will not excuse Seller's performance under the Contract. The change in cost or availability of materials or
components based on market conditions, Seller or supplier actions, or contract disputes or any labor strike or
other labor disruption applicable to Seller or any of its subcontractors or suppliers will not excuse Seller's
performance under the Contract (under theories of force majeure, commercial impracticability or otherwise),
and Seller assumes these risks. During any delay or failure to perform by Seller, Buyer may (a) purchase
substitute goods or services from other available sources, in which case the quantities under the Contract will be
reduced by the quantities of such substitute goods or services, without liability to Seller, and Seller will
reimburse Buyer for any additional costs to Buyer of obtaining the substitute goods or services compared to the
prices set forth in the Contract and/or (b) have Seller provide substitute goods or services from other available
sources in quantities and at times Buyer requests and at the prices set forth in the Contract. If Seller fails to
provide adequate assurances that any delay will not exceed thirty (30) days within forty-eight (48) hours of
Buyer's request for such assurances, or if any delay lasts more than thirty (30) days, Buyer may terminate the
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Contract without any liability to Seller whatsoever except for confirming Goods already delivered in accordance
with an Order or Release. As soon as Seller anticipates or learns of any impending strike, labor dispute, work
stoppage or other disruption at its facilities that might affect the delivery of Goods, Seller will produce (and,
subject to the consent of Buyer and, if applicable, Buyer's customer, locate in an area that will not be affected
by any such disruption) a finished inventory of Goods in quantities sufficient to ensure the supply of Goods to
Seller for at least thirty (30) days after such disruption commences.

35. Relationship of Parties

The relationship between Buyer and Seller is that of independent contractors. Nothing contained in these Terms
or any Contract will be construed to create a principal-agent or employer-employee relationship between the
parties. Neither party will represent to others that it is the agent of the other nor have the authority to bind the
other. Except as may be expressly set out herein in respect of a customer of Buyer, there are no third-party
beneficiaries to an Order.

36. Ethical Standards

Seller's performance of its obligations under an Order shall be incompliance with the applicable provisions of
the AirBoss Anti-Corruption Policy and Code of Business Conduct and Ethics and all ethical, social and
environmental commitments that may be requested by a director in direct customer of Buyer. Seller shall not
give or offer to give any direct or indirect gift or benefit to Buyer's employees or enter into any outside business
relationship with Buyer's employees.

37.  TSOI/TATF Requirement

All AFP production part or production service suppliers must be registered to either 1ISO 9001-2015 or ISO/
IATF16949-2016. AFP's goal is for all of its suppliers to be ISO/ IATF16949 2016 registered. AFP encourages
all of its suppliers to be committed to the protection of our environment through pollution prevention and to be
ISO 14001 registered.
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Jessup, Maryland 20794
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Dear Supplier/Service Provider:

Some technology, technical and other data, and parts to which your company may have access while
working with AirBoss Defense Group, LLC constitutes Controlled Unclassified Information (CUI) subject
to protection under the Information Assurance (IA) provisions in certain Government contracts, Federal
Acquisition Regulations (FAR), Defense Federal Acquisition Regulations Supplements (DFARS) and federal
laws. The Government requires AirBoss Defense Group, LLC to obtain the agreement of its suppliers to
comply with the same requirements that AirBoss Defense Group, LLC must observe for protecting CUI.
AirBoss Defense Group, LLC will share CUI as necessary for carrying out statements of work with its
suppliersand service providers thatdemonstrate and verify compliance to these requirements.

CYBERSECURITY AND INCIDENT REPORTING-CONTROLLED UNCLASSIFIED INFORMATION

NOTE: This requirementapplieswhenyou receive Controlled Unclassified Information, as defined in
section 1, inexecution of your subcontract or service. Suppliers/service providersare required to comply
withallapplicable DFARSandNIST standards, including withoutlimitation DFARS flow down clause
252.204-7012 (Oct 2016) and NIST 800-171.

1. Controlled Unclassified Information (CUI)

1.1. AirBossDefense Group, LLC,and itssuppliers/service providers, with contractsthatrequires the
storing, transmittal, or processing of controlled unclassified information (CUI) on
subcontractor/service provider systems relating shall meet requirements of DFARS 252.204-
7012 and NIST800-171.

1.2. CUlisunclassifiedinformationaboutgovernmentplatforms, systems, and partssubjectto
access, safeguarding, dissemination or distribution limitations and marked according to
Departmentof Defense manual 5200.01 Volume4andthe National Archives CUI Registry
(https://www.archives.gov/cui/registry/category-detail/controlled-technical-info.html)as:
Controlled Unclassified Information, Distribution Statements B through F, For Official Use
Only, EAR/ITAR.

Contactyour AirBoss Defense Group, LLC Sponsor for question on if information pertaining toa
subcontract or service constitutes CUI.

1.3. Supplier/service provideragreestoincorporate and flow down DFARS clause 252.204-7012to
allsuppliers/subcontractorsstoring, processingand/or generating CUl aspartofcontract
performance. See Section O Attachment 2.

1.3.1. In accordance with DFARS 252.204-7012 Safeguarding Covered Defense Information
and Cyber Incident Reporting, subcontractors, including vendors and consultants,
arerequired to rapidly report cyber incidents within 72 hours of discovery to the
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AirBoss Defense Group, LLCbuyers pointof contact, the AirBoss Defense Group, LLC

service desk at (855) 532-3456, and directly to Department of Defense (DoD) at

https://dibnet.dod.mil/portal/intranet/. This includes providing the incident report
number,automatically assigned by DoD to General Dynamics Mission Systemsassoonas
practical.

1.4. Supplier/service provider agrees to incorporate this section, including this clause, into
all its subcontracts or purchase orders for goods or services furnished in support of all
Government contracts with AirBoss Defense Group, LLC thatrequire sharing of CUI.

1.5. 1.5AlIDFARS compliance as described in thisdocument are subject to auditand
verification by AirBoss Defense Group, LLC.

We request that an authorized official execute this agreement on behalf of supplier/service
provider and return it. Thank you.

Sincerely,

Edward Kiell, Vice President of Corporate Supply-Chain

ACKNOWLEDGED AND AGREED TO:

Supplier

By:

Printed Name:

Title:

Date:
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Supplier Export Control Certification

Some of the technology, technical data, or parts to which your company will have access (or that
your company will supply) while working with the AirBoss Defense Group, LLC Corporation family
of companies are controlled for export under the International Traffic in Arms Regulations, 22
C.F.R. Parts 120-130 (the “ITAR”) or the Export Administration Regulations, 15 C.F.R. Parts 730-
774 (the “EAR”). Accordingly, wewill share such controlled technology, technical data, or parts
withyour company subject to the following conditions:

1. Your company certifies that it is acompany located in the United States.

2. 'Your company acknowledges that it may not exportany ITAR-or EAR- controlled
technology, technical data, services, or parts, exceptas authorized by the appropriate
U.S. government agency.

3. Your company acknowledges that it may not disclose or transfer ITAR- or EAR-
controlled technology, technical data, or services to non-U.S. persons, except as
authorized by the appropriate U.S. government agency.

4. Your company certifies that it is registered or will register with the Directorate
of Defense Trade Controls inaccordance with 22 C.F.R. Part 122 if it manufactures or
will manufacture ITAR-controlled defense articles.

We request that an authorized representative execute below and return a copy of this signed
certification to the AirBoss Defense Group, LLC Corporation representative that sent itto you.

Questions aboutthis form may be directed to Josh Rozier, Vice President of Contractsand Trade
Compliance 912-346-7757 or Josh.Rozier@adg.com.

Thank you.

ACKNOWLEDGED AND CERTIFIED:

Supplier

Signature:

Printed Name:

Title:
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U.S. Government Subcontractor Regulatory Alert

252.204-7019, Notice of NIST SP 800-171 DoD Assessment

Requirements 252.204-7020, NIST SP 800-171 DoD

Assessment Requirements

252.204-7021, Contractor Compliance with the Cybersecurity Maturity Model Certification Level
Requirement

Please note, the following is for informational purposes only and not for purposes of providing legal advice. You
should contact your attorney to obtain legal advice as needed.

This communication is to inform you of an interim rule (DFARS Case 2019-D041) — Defense Federal
Acquisition Regulation Supplement: Assessing Contractor Implementation of Cybersecurity Requirements,
the Department of Defense (DoD) published on September 30. The interim rule takes effect November 30,
2020 and will require immediate action by the DoD supply chain to be eligible to receive awards after the
interim rule goes into effect.

Currently, pursuant to DFARS 252.204-7012, government suppliers must provide adequate security for
covered contractor information systems. A "covered contractor information system™ is defined as an
unclassified information system that is owned, or operated by or for, a contractor and that processes,
stores, or transmits covered defense information. More specifically, government suppliers must protect
such information systems by implementing the security controls of National Institute of Standard and

Technology (NIST) Special Publication (SP) 800-171.1

Beginning November 30, 2020, among other things, Contracting Officers must include the new DFARS
252.204- 7019 provision and DFARS clause 252.204-7020 clause in all solicitations and contracts, with
certain exceptions including solicitations or contracts solely for the acquisition of commercial-off-the-
shelf (COTYS) items. These will require the DoD supply chain to quantify their current cybersecurity
compliance with NIST SP 800-171 requirements using the NIST SP 800- 171 DoD Assessment

Methodology.
Pursuant to 252.204-7020, contractors such as ADG may pot award a subcontract or other contractual

instrument that is subject to the implementation of NIST SP 800-171 security requirements, in accordance
with DFARS 252.204-7012, unless the supplierhas:

1. Completed at least a Basic Assessment in accordance with NIST SP 800-171 DoD
Assessment Methodology (or in the alternative the Government performed Medium or
High Assessment) within the last three years for all covered contractor information systems
relevant to its offer that are not part of an information technology system operated on
behalf of the Government; and

2. Totheextentthesupplier completed a Basic Assessment, it submitted its summary levelscores, and
other information required by paragraph (d) of DFARS 252.204-7020, either directly into the
Supplier Performance Risk System (SPRS) orviaencrypted email to webptsmh@pavy.mil
for postingtothe SPRS.


mailto:webptsmh@navy.mil
mailto:webptsmh@navy.mil

In addition, the contractor must insert the substance of DFARS 252.204-7020, including paragraph
(9), in all solicitations and contracts, with certain exceptions including solicitations or contracts solely
for the acquisition of COTS.

1 Inaccordance with NIST SP 800-171, suppliersshould already be aware of the security
requirements they have not yet implemented and have documented plans of actions for
those requirements.
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Accordingly, suppliers subject to this requirement should take the necessary
steps for compliance and be prepared to provide ADG with a representation and
certification of compliance upon request.

Overview of Interim Rule

The interim rule creates three new provisions and clauses:
252.204-7019, Notice of NIST SP 800-171 DoD Assessment Requirements

252.204-7020, NIST SP 800-171 DoD Assessment Requirements
252.204-7021, Contractor Compliance with the Cybersecurity Maturity Model
Certification Level Requirement

Together, they implement two cybersecurity initiatives, the: (1) Cybersecurity
Maturity Model Certification (CMMC) framework and (2) NIST SP 800-171 DoD
Assessment Requirements.

The DoD is implementing a systematic, phased rollout of the CMMC requirements over five
years, after which, it will apply to all DoD procurements, except for certain acquisitions such
as those that are solely for COTS items. In FY2021, the DoD is expected to identify only 10 to
15 programs that will require CMMC. To the extent CMMC applies, the solicitation will
include the required CMMC level and DFARS 252.204-7021 will be incorporated in the
applicable contract and subcontract(s). It requires contractors subject to the CMMC
requirement to have and maintain a current third-party CMMC certificate issued at the CMMC
level required by the contract, and prior to making an award to a subcontractor, to ensure that
the subcontractor has a current CMMC certificate at the CMMC level that is appropriate for
the information that is being flowed down to the subcontractor.

Beginning November 30, 2020, the DoD will implement its other initiative, the NIST SP
800-171 DoD Assessment Requirements through the new provisions DFARS 252.204-7019
and DFARS 252.204- 7020. These provisions, and in particular, the impact of DFARS
252.204-7020 on supply chain, are discussed above in more detail.

Key Takeaways

To summarize and reinforce some important potential compliance impacts from the interim rule:

- Yourcompany mustimmediately take steps to complete at leasta Basic Assessment (orin
the alternative, the Government has conducted a Medium or High Assessment) for all
covered contractor systems relevant to your offer thatare not part of an information
system or service operated on behalf of the Government, and submityour company’s
summary level scoresand other required informationto SPRS ifyourcompany issubject
toimplementationofthe NIST SP800-171security requirements in accordance with
DFARS 252.204-7012.

« Contractors must insert the substance of DFARS 252.204-7020, including paragraph (g)
titled “subcontracts,” in all solicitations and contracts, with certain exceptions including
solicitations or contracts solely for the acquisition of COTS.

- Itis important your company continue its CMMC readiness activities, be prepared to
respond to inquiries regarding your CMMC readiness plan, and ensure that your suppliers are
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aware of the CMMC effort and encourage them to become educated on it.

Additional Information
- The USG’s Supplier Performance Risk System (SPRS) can be accessed here
- Additional information on CMMC and a copy of the CMMC model can be found here
- The interim rule can be found here
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Thank you for your support. If you have any questions regarding cybersecurity and the
DFARS 252.204-7020 provision related to ADG or its business units, please e-mail:

Jack.bergman@airbossofamerica.com
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Accordingly, suppliers subject to this requirement should take the necessary steps for
compliance and be prepared to provide ADG with a representation and certification of
compliance upon request.

Overview of Interim Rule

The interim rule creates three new provisions and clauses:
252.204-7019, Notice of NIST SP 800-171 DoD Assessment Requirements
252.204-7020, NIST SP 800-171 DoD Assessment Requirements
252.204-7021, Contractor Compliance with the Cybersecurity Maturity Model
Certification Level Requirement

Together, they implement two cybersecurity initiatives, the: (1) Cybersecurity Maturity Model
Certification (CMMC) framework and (2) NIST SP 800-171 DoD Assessment Requirements.

The DoD is implementing a systematic, phased rollout of the CMMC requirements over five years, after
which, it will apply to all DoD procurements, except for certain acquisitions such as those that are solely
for COTS items. In FY2021, the DoD is expected to identify only 10 to 15 programs that will require
CMMC. To the extent CMMC applies, the solicitation will include the required CMMC level and
DFARS 252.204-7021 will be incorporated in the applicable contract and subcontract(s). It requires
contractors subject to the CMMC requirement to have and maintain a current third-party CMMC
certificate issued at the CMMC level required by the contract, and prior to making an award to a
subcontractor, to ensure that the subcontractor has a current CMMC certificate at the CMMC level that
is appropriate for the information that is being flowed down to the subcontractor.

Beginning November 30, 2020, the DoD will implement its other initiative, the NIST SP 800-171 DoD
Assessment Requirements through the new provisions DFARS 252.204-7019 and DFARS 252.204-
7020. These provisions, and in particular, the impact of DFARS 252.204-7020 on supply chain, are
discussed above in more detail.

Key Takeaways

To summarize and reinforce some important potential compliance impacts from the interim rule:

- Your company must immediately take steps to complete at least a Basic Assessment (or in the
alternative, the Government has conducted a Medium or High Assessment) for all covered
contractor systems relevant to your offer that are not part of an information system or service
operated on behalf of the Government, and submit your company’s summary level scores and
other required information to SPRS if your company is subject to implementation of the NIST
SP 800-171 security requirements in accordance with DFARS 252.204-7012.

- Contractors must insert the substance of DFARS 252.204-7020, including paragraph (g) titled
“subcontracts,” in all solicitations and contracts, with certain exceptions including solicitations
or contracts solely for the acquisition of COTS.

- Itis important your company continue its CMMC readiness activities, be prepared to respond to
inquiries regarding your CMMC readiness plan and ensure that your suppliers are aware of the
CMMC effort and encourage them to become educated on it.

Additional Information
« The USG’s Supplier Performance Risk System (SPRS) can be accessed here
- Additional information on CMMC and a copy of the CMMC model can be found here



« The interim rule can be found here

Thank you for your support. If you have any questions regarding cybersecurity and the DFARS
252.204-7020 provision related to ADG or its business units, please e-mail
jack.bergman@airbossofamerica.com
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1) Background

a) DefenseFederal Acquisition RegulationSupplement(DFARS)clause252.204-7012,
Safeguarding Covered Defense Information and Cyber Incident Reporting, requires
contractors and subcontractors to provide ‘adequate security’ to safeguard covered defense
information, hereto referredto, for the purposes of this methodology, as Department of

Defense (DoD) controlled unclassified information (CUI)l, when residingonor
transitingthroughacontractor’s/subcontractor’s internalinformation systemornetwork,
andtoreportcyber incidentsthataffectthatsystemornetworkto DoD. DFARS clause
252.204-7012further states that to provide adequate security, the Contractor shall implement,
ataminimum, the security requirements in National Institute of Standardsand Technology
(NIST)SpecialPublication(SP)800-171, Protecting Controlled Unclassified Information
(CUI)inNonfederal Systemsand Organizations. Contractors are also required to flow down
DFARS Clause 252.204- 7012toall subcontracts for operationally critical support, or for
whichsubcontract performancewillinvolve DoD CUI. Contractorsmustmark or otherwise
identify, in accordance with direction contained within the specific contract, DoD CUI that
is collected, developed, received, transmitted, used, or stored by or on behalf ofthe
contractor in support of performance of the contract.

b) DFARS provision 252.204-7008, Compliance with Safeguarding Covered Defense
Information Controls, requires,among otherthings, offerorstorepresenttheywill
implementthesecurityrequirementsinNIST SP800-171ineffectatthetimethe
solicitation is issued or as authorized by the contracting officer. To document
implementationof NISTSP800-171,thecontractormustdevelop,document,and
periodically update asystemsecurity plan thatdescribes systemboundaries, system
environmentsof operation, howsecurity requirementsareimplemented, and the
relationshipswithorconnectionstoothersystems. Ifimplementationofthesecurity
requirementsisnotcomplete, companies mustdevelopandimplementplansof actionto
describewhenandhowanyunimplementedsecurityrequirementswillbe met.

c) Under Secretary of Defense (Acquisition and Sustainment) (USD(A&S)) memorandum,
“Strategically Implementing Cybersecurity ContractClauses,”dated February 55,2019,
directed the Defense Contract Management Agency (DCMA) to pursue, with
companies for which they administer contracts, the application of a standard
methodology and approach toassessa contractor’s implementation of NIST SP800- 171 ata
strategic (corporate-wide) level asan alternative to the requirement for

1DpoD istransitioning fromtheuse oftheterm ‘covered defenseinformation’ inthe DFARSto
“DOD Controlled Unclassified Information (CUI), consistentwith DoD15200.48, Controlled
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contractors to document implementation of NIST SP 800-171 on acontract-by- contract
basis.

2) Purpose

a) TheNISTSP800-171DoD AssessmentMethodology, Version1.2 documentsastandard methodology
that enables a strategic assessment of a contractor’s implementation of NIST SP 800-171,a
requirement for compliance with DFARS clause 252.204-7012.

b) Thismethodologyisusedforassessmentpurposesonlyanddoesnot,andisnot intended
to,addany substantive requirementstoeither NISTSP800-1710rDFARS clause 252.204-
7012,

c) DoDwillusethis methodology to assess the implementation of NIST SP 800-171 by its prime
contractors. Prime contractors may use this methodology to assess the implementation
status of NIST SP 800-171 by subcontractors.

d) Thismethodology informedthe conductofpilotNISTSP800-171DoD Assessments performed
by DCMA, in partnership with the Defense Counterintelligence and Security Agency (DCSA)
and the DoD Components, during 2019. DoD will update and codify this methodology in
policy/regulation.

3) Strategically Assessing a Contractor’s Implementation of NIST SP 800-171

a) TheNISTSP800-171DoD AssessmentMethodologyenables DoDtostrategicallyassess a
contractor’s implementation of NIST SP 800-171 onexisting contractswhich include DFARS
clause 252.204-7012, and to provide DoD Components with visibility to the summary level
scores of strategic assessments completed by DoD, thus providing an alternative to the
contract-by-contract approach.

b) TheNISTSP800-171DoDAssessmentconsistsofthreelevelsofassessments(see Section 4 of
this document). These three types of assessments reflect the depth of the assessment, andthe
associated level of confidenceinthe assessmentresults.

c) Assessmentofcontractorswithcontractscontaining DFARS clause252.204-70121is
anticipatedtobeonceevery three years unless other factors, such as program criticality/risk
orasecurity-relevantchange, drive the need for a different assessment frequency.

4) Levels of Assessment
a) Basic(Contractor Self-Assessment) NIST SP 800-171 DoD Assessment

i) TheBasic Assessmentisthe Contractor’s self-assessmentof NIST SP800-171
implementation status, based onareview of the system security plan(s) associated with
covered contractor information system(s), and conducted in accordance with
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NIST SP 800-171A, “Assessing Security Requirements for Controlled Unclassified
Information” and Section 5 and Annex A of this document.

i) TheBasic Assessmentresultsinaconfidence levelof ‘Low’ intheresulting score
because it is a self-generated score.

iii) Thesummary levelscoresresultingfromBasicNISTSP800-171DoD Assessments
should be documented as indicated in Section 6 and Annex B of this document.

b) Medium NIST SP 800-171 DoD Assessment

i) TheMedium Assessmentisconducted by DoD personnel whohave beentrained in
accordance with DoD policy and procedures to conduct the assessment. Itis anticipated
that Medium Assessments will be conducted primarily by Program Management
Office cybersecurity personnel, as part of a separately scheduled visit (e.g., for a
Critical Design Review).

i) Theassessmentwill consistof areview of the system security plan description of how
each requirement is met to identify any descriptions which may not properly
address the security requirements.

iii) The Medium Assessment results inaconfidence level of ‘Medium” in the
resulting score.

iv) The DoD assessor will document summary level scores resulting from Medium
NIST SP 800-171 DoD Assessments as indicated in Section 6 of this document.

c) High (On-Siteor Virtual) NIST SP 800-171 DoD Assessment

i) TheHigh Assessment, conducted by DoD personnel who have beentrained in
accordancewith DoD policyand proceduresto conductthe assessment, requires a

thorough on-site or virtual? verification/examination/demonstration of the
Contractor’s system security plan and implementation of the NIST SP 800-171 security
requirements.

i) The High Assessmentis conducted using NIST SP 800-171A, “Assessing Security
Requirements for Controlled Unclassified Information.” The assessment will
determine if the implementation meets the requirements by reviewing
appropriateevidenceand/ordemonstration (e.g.,recentscanningresults, system
inventories, configuration baselines, demonstration of multifactor
authentication).

iii) Anon-siteHighNISTSP800-171DoD Assessmentisthe preferred methodology
forafullevaluationoftheriskto DoD CUI because oftheability toverifyand
validate the effectiveness of the safeguards thatimplement security

2 AvirtualH igh Assessmentwas developed in response tothe COVID-19 epidemic to allow protections

5
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ofassessors and DIB personal to limit travel and exposure of staffs whilst still being able to
assess contractor risk. The government may utilize this methodology in the future as required in
response to similar or other scenarios.
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requirements defined in NIST Special Publication 800-171. While a High
Assessmentmaybe be conducted virtually in lieu of onsite, a virtual assessment will not
fully cover all the NIST SP 800-171 requirements, resulting in a less than full
understanding of overall risk.

iv) AvirtualHigh Assessmentutilizesthesamemethodologyastheon-sitewith added
data protections processes enacted to protect the DIB data that is shared with assessment
teams. All dataistransmitted through DoD Secure Access File Exchange (SAFE),isonly
reviewed locallyoneachassessor’scomputer (screen sharing is conducted utilizing DoD
collaboration mediums that are approved for processing CUI)and contractor data is
destroyed postassessmentusing NSA guidance for data destruction. With concurrence
fromthe DIB companies being assessed, theassessmentverifiesandexaminesall
documentsutilizingtheNIST SP 800-171A methodology minus the demonstration
or testing of some requirements. Insomecases,afollow-upon-siteassessmentofthe
itemsnot assessed may be required or requested.

v) ThefirststepinaHigh Assessmentisfor the contractortoconductaBasic Assessment
and submitresults to the Department using the procedures in Annex B ofthisdocument.
TheHigh Assessment consists of areview of the Basic Assessment,athorough
documentreviewanddiscussionwiththecontractor regardingtheresultstoobtain
additionalinformationorclarificationasneeded, combined with government
validation that the security requirements have been implementedasdescribedinthe
systemsecurity plan. Networkaccessbythe assessor(s) is notrequired.

vi) TheHigh Assessmentresultsinaconfidence level of ‘High’ inthe resulting score.

vii) TheDoDassessorwilldocumentsummary levelscoresresultingfromHighNIST SP
800-171DoDAssessmentsasindicatedinSection6ofthisdocument.

5) NIST SP800-171 DoD Assessment Scoring Methodology

a) This scoring methodology is designed to provide an objective assessment of a
contractor’s NIST SP 800-171 implementation status. With the exception of
requirements forwhich thescoring of partial implementation isbuilt-in (e.g., multi- factor
authentication, security requirement 3.5.3) the methodology is not designed to credit partial
implementation.

b) ConductoftheNISTSP800-171DoD Assessmentwillresultinascorereflectingthenet effectof
securityrequirementsnotyetimplemented. Ifallsecurity requirementsare implemented, a
contractor is awarded a score of 110, consistent with the total number of NIST SP 800-
171 security requirements. Foreach security requirementnot met, the associated value is
subtracted from 110. Thescore of 110isreduced by each requirement not implemented,
which may result in a negative score.
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c) WhileNIST SP800-171doesnotprioritize security requirements, certain requirements have
moreimpactonthesecurity ofthenetworkanditsdatathanothers. Thisscoring methodology
incorporates this concept by weighting each security requirement based onthe impactto the
information systemand the DoD CUI created on or transiting through that system, when
that requirement is not implemented.

Weightedrequirements includeallofthe fundamental NIST SP800-171 ‘Basic Security
Requirements’ - high-level requirements which, if not implemented, render ineffective the
morenumerous ‘Derived Security Requirements’;andasubsetofthe ‘Derived Security
Requirements’- requirements that supplement the Basic Security Requirements -
which, if not implemented, would allow for exploitation of the network and its
information.

i)

Forsecurity requirementsthat, ifnotimplemented, could lead tosignificant
exploitation of the network, orexfiltrationof DoD CUI, 5 pointsare subtracted from
thescoreof110. Forexample, failuretolimitsystemaccesstoauthorized users (Basic
Security Requirement 3.1.1) renders all the other Access Control requirements
ineffective, allowingeasy exploitation of the network; failureto controltheuseof
removablemediaonsystemcomponents(Derived Security Requirement 3.8.7) could
resultin massive exfiltration of CUI and introduction of malware.

(1) Basic Security Requirementswithavalue of5pointsinclude3.1.1,3.1.2, 3.2.1,
3.22,33.1,34.1,34.2,35.1,35.2,3.6.1,3.6.2,3.7.2,3.8.3,3.9.2, 3.10.1,
3.10.2,3.12.1,3.12.3,3.13.1,3.13.2,3.14.1,3.14.2,and 3.14.3.

(2) DerivedSecurityRequirementswithavalueof5pointsinclude3.1.12, 3.1.13,
3.1.16,3.1.17,3.1.18,3.3.5,3.4.5,3.4.6,3.4.7,3.4.8,3.5.10,3.7.5, 3.8.7,3.11.2,
3.13.5,3.13.6,3.13.15, 3.14.4,and 3.14.6.

ForBasicand Derived Security Requirementsthat, ifnotimplemented, havea specific
and confined effectonthesecurity of thenetworkandits data, 3 points aresubtracted
fromthescoreof110. Forexample, failuretolimitaccesstoCUI onsystemmediato
authorizedusers(SecurityRequirement3.8.2) orfailureto encrypt CUl storedona
mobile device (Security Requirement 3.1.19), putthe CUI stored onthe systemmediaor
mobiledeviceatrisk, butnotthe CUl stored on the network itself.

(1) BasicSecurity Requirementswithavalue of 3pointsinclude3.3.2,3.7.1, 3.8.1,
3.8.2,3.9.1,3.11.1,and 3.12.2.

(2) Derived Security Requirements withavalue of 3 pointsinclude 3.1.5,
3.1.19,3.7.4,3.8.8,3.13.8,3.14.5,and 3.14.7.

iii) Allremaining Derived Security Requirements, if notimplemented, have a limited or

indirecteffectonthesecurity of the network and itsdata. For these, 1 point
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issubtracted fromthescoreof110. Forexample, failingtopreventreuse of identifiers fora
defined period (Security Requirement 3.5.5) could allow a user access to CUI to which they
were not approved.

e) Two Derived Security Requirements can be partially effective even if not completely or
properlyimplemented, and the points deducted should beadjusted dependingon how the
security requirement is implemented.

i) Multi-factor authentication (MFA) (Security Requirement 3.5.3) is typically
implementedfirstforremoteandprivileged users(sincetheseusersareboth limitedin
numberand more critical) and then forthe general user, so 3 points aresubtracted
fromthescoreof 110if MFA isimplemented onlyforremoteand privileged users; 5
pointsare subtracted fromthescoreof 110 if MFA isnot implemented for anyusers.

ii) FIPSvalidatedencryption (Security Requirement3.13.11) isrequired to protect the
confidentiality of CUI. Ifencryption isemployed, butis not FIPS validated, 3 points
aresubtracted fromthescore of 110; ifencryptionisnotemployed, 5 points are
subtracted from the score of 110.

f) Although not common, future revisions of NIST SP 800-171 may add, delete or
substantively revise security requirements. When thisoccurs, avalue willbe assigned toany
newormodifiedrequirementsinaccordancewiththisscoringmethodology.

g) Thecontractormusthaveasystemsecurity plan (Basic Security Requirement3.12.4) in place
to describe each covered contractor information system, and a plan of action (Basic Security
Requirement 3.12.2) in place for each unimplemented security requirement to describe
how and when the security requirement will be met.

i) Since the NIST SP 800-171 DoD Assessment scoring methodology is based on the review
ofasystemsecurity plandescribinghowthesecurityrequirementsare met, it is not
possible to conduct the assessment if the information is not available. The
absenceofasystemsecurity planwouldresultinafindingthat ‘anassessmentcould
notbe completed dueto incomplete informationand noncompliance with DFARS
clause 252.204-7012.”

ii) Plansofactionaddressingunimplementedsecurity requirementsarenota substitute
for a completed requirement. Security requirements not implemented, whethera
planofactionisinplaceornot, willbeassessedas ‘not implemented.” For example, if
the initial roll-out of 3.5.3, multifactor authentication, isonly 75% complete, and
thereisaplanofactionstillbeing implemented, 3.5.3will beconsidered ‘not
implemented’, astherequirement has not been fully implemented.

iii) Alackofplanofactionforunimplementedsecurityrequirementswillresultin
Security Requirement 3.12.2 being assessed as ‘notimplemented.’
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h) Temporary deficiencies and/or isolated enduring exceptions which occur during initial
implementation, orariseafterimplementation, aretobe expected inmostcomplex
environments.

)

)

Temporary deficiencies that are appropriately addressed in plans of action (i.e., include
deficiency reviews, milestones, and show progress towards the implementation of
correctionstoreduceoreliminate identified vulnerabilities) shouldbeassessedas
‘implemented.’ For example, when a plan of action
addresses a ‘temporary deficiency’ that arises after implementation (e.g., 3.13.11,
employ FIPS validated cryptography, had been implemented, but subsequently a
patch invalidated the FIPS validation of a particular cryptographic module), the
requirement will be scored ‘as implemented.” A ‘temporary deficiency’ mayalso
ariseduringinitialimplementationofaNISTSP800-171 requirement if, during roll-
out, specific issues with certain equipment is discovered thathas to be separately
addressed (e.g., certain specific hardware or software unexpectedly needs to be
changed for the requirement to be successfully applied). If the implementation
roll-out has otherwise been completed, this ‘temporarydeficiency’ planofaction
wouldbeconsidered,and therequirementscored ‘asimplemented.” Thereisno
standard durationfor whicha ‘temporary deficiency’ may beactive. Itiswhatis
reasonable, which would take into consideration the availability of the solution, the
costandtime toimplement, the overall risk and whether any mitigationsare appliedin
the interim. Generally,deficienciesshouldberesolvedassoonasisreasonably
possible.

Isolated enduring exceptions encountered during implementation, such as unique
equipment or environments (e.g., specialized manufacturing equipment oraunique
laboratoryenvironment) may preventtheimplementationofcertain security
requirements. Isolated enduring exceptions are typically not suitable to address in plans
of action, but when described, along with any mitigations, in the systemsecurityplan
suchexceptionsshouldbeassessedas ‘implemented.’

For certain requirements, questions often arise on whether or not they are actually
implemented. These situations are addressed below:

i)

SecurityRequirements3.1.12,3.1.16,3.1.18: Companiescommonlydonot allow
remote access, wireless access or connection of mobile devicesand may indicate these
requirementsas ‘Not Applicable’ or ‘NotImplemented’ inthe systemsecurity plan.
Theevaluator shouldnotdeductpointsinsuchcases. However, ifthecompany
disallowsuseofremote, wireless,ormobileaccess, they should also have a policy and
procedure inplace to insure these capabilities arenotenabledinadvertently. Thisshould
bediscussedaspartoftheMedium-

10
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Levelassessment, and if such policy and proceduresare notinplace apoint should be
assessed.

i) Security Requirement3.13.8: When implementing this requirement, encryption, though
preferred, is not required if using common-carrier provided Multiprotocol Label
Switching (MPLS), asthe MPLS separationprovidessufficient protection without
encryption.

i) Security Requirement3.13.11: Cryptography used to protect the confidentiality of CUI
mustbeFIPS-validated, whichmeansthe cryptographicmodulehasto havebeen
testedandvalidatedtomeetFIPS140-1or-2requirements. Simply usinganapproved
algorithm (e.g., FIPS 197 for AES) is notsufficient - the module (software and/or
hardware) used to implement the algorithm must be separatelyvalidatedunder
FIPS140. Notehowever,thatthisisrequiredwhen encryption is required for
protection, which is typically external to the contractor's covered information system
(assumingthe systemmeets NIST SP 800-171). Cryptography used for other
purposes within the protected informationsystemneednotbe FIPSvalidated. When
required,ifencryptionis notemployed (FIPSvalidated or otherwise), 5pointsare
subtracted fromthe scoreof110. Ifencryptionisemployed, butisnot FIPSvalidated,
3pointsare subtracted from the score of 110. Isolated use of non-FIPS validated
cryptography, with an associated Plan of Action, should be treated as a temporary
deficiency and assessed as ‘implemented.’

Ifacontractorreceivedafavorableadjudicationfromthe DoD ClOindicatingthata
requirement is not applicable or that an alternative security measure is equally effective
inaccordancewith DFARS 252.204-7008 0r 7012, the DoD ClOassessment shouldbe
includedinthe Contractor’ssystemsecurityplan. Implementedsecurity measures
adjudicated by the DoD ClO asequally effective, and security requirements approved by the
DoD ClOas ‘notapplicable,” will be assessed as ‘implemented.” Once DOD CIO
assessments approving “not applicable” requirements or “alternative security
measures” are included in the Contractor's system security plan, the contractor doesnot
need tosubmit thatdocumentation for every currentcontract withtheDFARS 252.204-
7012clauseunlessspecificallyrequestedtodosobythe contractingofficer. Whencompleting
theBasic(Contractor Self-Assessment) NISTSP 800-171DoD AssessmentResults Format,
thecontractorshallscoreanysecurity requirementsfor whichanassessmentof “not
applicable” or “alternative security measures” was previously approved by DoD CIO as
‘implemented”’.

A template illustrating the application of this scoring methodology is provided at
Annex A of this document.

DoD will provide medium and high assessment results to the Contractor and offer the
opportunity for rebuttal and adjudication of assessment results. Upon completion of

11
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eachassessment, theassessed contractor has 14 business daysto provideadditional
information tothe assessmentteam, to demonstrate thatthey meetany security
requirements not observed by the assessment team or to rebut the findings that may be of
question.

6) Documenting NIST SP 800-171 DoD Assessment Results

a) Asummary levelscore forbasicassessments completed by the Contractor, and for medium
and high assessments conducted by DoD, will be posted in the Supplier Performance Risk
System (SPRS)toprovide DoD Componentswithvisibility to the results of strategic
assessments.

i) SPRS is defined by DoD Instruction (DoDI) 5000.79, Defense-wide Sharing and Useof
SupplierandProductPerformance Information, October 15,2019 available at
https:\\www.esd.whs.mil/DD/.

i) SPRSistheauthoritative source to retrieve supplier and product performance
information for the DoD acquisition community to assess and monitor
unclassifiedperformance,andtoassesscorporate businesspracticesrelated to DoD
contracts and the supplier’s management of risk.

b) AssessmentresultspostedinSPRSareavailabletoDoD personnel,andareprotected, in
accordance with the standards set forth in DoD Instruction 5000.79, Defense-wide Sharing
and Use of Supplier and Product Performance Information (P1), available at
https:/mww.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/500079p.PDF?v er=2019-
10-15-115609-957. Authorized representatives of the Contractor for which the assessment
was conducted may access SPRS to view their own results in accordancewiththe SPRS
Software User’s Guidefor Awardees/Contractorsavailable at
https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf.

c) Acontractor may post the results of their Basic Assessments conducted in
accordance with Section 5and Annex B of this document in SPRS (viathe
Procurement Integrated Enterprise Environment (PIEE)).

d) DoD will postthe following Mediumand/or High NIST SP800-171 DoD Assessment
results to SPRS for each system security plan assessed:

i) Thestandard assessed (e.g., NIST SP 800-171 Rev 1).

i) Organizationconductingtheassessment,e.g.,DCMA,oraspecificorganization
(identifiedby Departmentof Defense Activity Address Code (DoDAAC)or
Commercial and Government Entity (CAGE) Code).

iii) Eachsystemsecurity planassessed, mappedtothespecificindustry CAGE code(s)
associated with the information system(s) addressed by the system security plan.
All corporate CAGE codes must be mapped to all appropriate

12
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system security plan(s) if the contractor has more than one system security plan and

CAGE code. Additionally,abriefdescriptionofthesystemsecurity plan architecture

may be required if more than one plan exists.
iv) Date and level of the assessment, i.e., basic, medium, or high.

v) Summary levelscore (e.g., 105 outof 110), butnot the individual value assigned for
each requirement.

vi) Date a score of 110 is expected to be achieved (i.e., all requirements
implemented) based on information gathered from associated plan(s) of action
developed inaccordance with NIST SP 800-171.

Department policy/procedures/guidance will be updated to direct
acquisition/procurementofficialsand contractors to access SPRS to determine ifa
strategic assessment has been conducted.

DoD Componentsshouldrelyonassessmentresultsposted inSPRSinlieuof including
requirementstoassessimplementation of NIST SP800-171 onacontract- by-contract
basis.

A High NIST SP 800-171 DoD Assessment may result in documentation in addition to that
listed in 6) d) of this document. DoD will retain and protect any such documentation
as For Official Use Only (FOUQO) and intended for internal DoD use only. The information
willbe protected againstunauthorized useandrelease, includingthroughtheexercise of
applicable exemptionsunderthe Freedomof Information Act (e.g., Exemption 4 covers
trade secretsand commercial or financial information obtained from a contractor that is
privileged or confidential).

7) Glossary of Terms

a)

b)

Enduring exception. Remediation is not feasible; no plan of action required; must be
documented within a system security plan.

Temporary deficiency. Remediation of deficiency is feasible; known fix is in process;
requires a plan of action. For the purposes of a DoD NIST SP 800-171 DoD
Assessment, a ‘temporary deficiency’ is not based on an ‘in progress’ initial
implementation of the requirement. A temporary deficiency arises after
implementation. A Temporary deficiency may also apply during the initial
implementation ofaNIST SP 800-171 requirementif, during roll-out, specificissues with
certainequipmentis discovered that has to be separately addressed.

13
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Annex A - NIST SP 800-171 DoD Assessment Scoring Template

Thefollowingtemplateillustratesthescoringmethodology describedinSection5. Ifall
requirementsare met,ascoreof 110 isawarded. Foreachrequirementnotmet, the associated
value is subtracted from 110. Consistency results from the fact that the assessments are based
onwhatis notyetimplemented, or document thatall requirements have been met.

It is important to note an assessment is about the extent to which the company has
implementedtherequirements. Itisnotavalue judgementaboutthespecificapproachto
implementing—inotherwords, all solutionsthat meettherequirementsareacceptable. This is
not an assessment of one solution compared to another.

ScoringforBasic, Medium, and High NIST SP800-171 DoD Assessments is the same.

While NIST does not prioritize requirements in terms of impact, certain requirements do have
moreimpactthanothers. Inthisscoringmethodologysecurity requirementsare weighted
basedontheireffectontheinformationsystemand DoD CUI created onor transiting that
system.

NIST SP 800-171 DoD Assessment Scoring Template

Security Requirement Value Comment

3.1.1* | Limitsystemaccesstoauthorized users, 5

processesacting onbehalfofauthorized
users,and devices (including other systems).

3.1.2* | Limit system access to the types of 5

transactions and functions that authorized
users are permitted to execute.

3.1.3 Control the flow of CUI in accordance with 1
approved authorizations.

3.1.4 Separate the duties of individuals to reduce the 1
risk of malevolent activity without
collusion.

3.15 Employ the principle of least privilege, 3

including for specific security functions and
privileged accounts.

3.1.6 Usenon-privilegedaccountsorroleswhen 1

accessing non-securityfunctions.

3.1.7 Prevent non-privileged users from executing 1

privileged functions and capture the
execution of such functions in audit logs.

3.1.8 Limit unsuccessful logon attempts. 1

14
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Security Requirement Value Comment
3.1.9 Provideprivacy andsecurity notices 1
consistentwithapplicable CUlrules.
3.1.10 | Usesession lock with pattern-hiding displays 1
to prevent access and viewing of data after a
period of inactivity.
3.1.11 | Terminate (automatically) a user session 1
after a defined condition.
3.1.12 | Monitorand control remote access sessions. 5 Do not subtract points if
remoteaccessnotpermitted
3.1.13 | Employ cryptographic mechanisms to 5 Do not subtract points if
protect the confidentiality of remote access remote access not permitted
sessions.
3.1.14 | Routeremoteaccessviamanagedaccess 1
control points.
3.1.15 | Authorize remote execution of privileged 1
commandsand remoteaccesstosecurity-
relevant information.
3.1.16 | Authorizewirelessaccesspriortoallowing 5 Donotsubtractpointsif
such connections. wirelessaccess not
permitted
3.1.17 | Protectwirelessaccessusingauthentication and 5 Donotsubtractpointsif
encryption. wireless access not
permitted
3.1.18 | Control connection of mobile devices. 5 Do not subtract points if
connection of mobile devices is
not permitted
3.1.19 | EncryptCUlonmobiledevicesandmobile 3 Exposure limited to CUI on
computing platforms mobile platform
3.1.20* | Verify and control/limit connections to and 1
use of external systems.
3.1.21 | Limit use of portable storage devices on 1
external systems.
3.1.22* | ControlCUIpostedorprocessedonpublicly 1
accessible systems.
3.2.1 Ensure that managers, systems administrators, 5

and users of organizational systems are made
aware of the security risks associated with their
activities and of the applicable policies,
standards, and proceduresrelatedtothe
security ofthose

systems.
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Security Requirement

Value

Comment

3.2.2

Ensure that personnel are trained to carry out
theirassigned informationsecurity-
related duties and responsibilities.

5

3.2.3

Providesecurity awarenesstrainingon
recognizingand reporting potential
indicators of insider threat.

33.1

Createandretainsystemauditlogsand
recordstotheextentneededtoenablethe
monitoring, analysis, investigation, and
reporting of unlawful or unauthorized
system activity.

3.3.2

Ensure that the actions of individual system
users can be uniquely traced to those users so
they can be heldaccountable for their

actions.

3.3.3

Review and update logged events.

3.34

Alertintheeventofanauditlogging process
failure.

3.3.5

Correlateauditrecord review, analysis,and
reportingprocessesforinvestigationand
response to indications of unlawful,
unauthorized, suspicious, or unusual activity.

3.3.6

Provideauditrecordreductionandreport
generationto supporton-demand analysis
and reporting.

3.3.7

Provideasystemcapability thatcompares and
synchronizesinternal systemclockswith an
authoritative source to generate time
stampsfor audit records.

3.3.8

Protect audit information and audit logging
toolsfromunauthorized access,
modification, anddeletion.

3.3.9

Limit management of audit logging
functionality toasubsetofprivileged users.

34.1

Establish and maintain baseline configurations
and inventories of organizational systems
(including hardware, software, firmware, and
documentation) throughout the respective
system

development life cycles.
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Security Requirement

Value

Comment

3.4.2

Establish and enforce security configuration
settings for information technology products
employed in organizational systems.

5

3.4.3

Track, review, approve or disapprove, and
log changes to organizational systems.

344

Analyzethesecurityimpactofchangesprior
to implementation.

3.4.5

Define, document, approve, and enforce
physicalandlogicalaccessrestrictions

associatedwithchangestoorganizational
systems.

3.4.6

Employtheprinciple of leastfunctionality by
configuringorganizational systemsto
provideonlyessential capabilities.

3.4.7

Restrict, disable, or prevent the use of
nonessential programs, functions, ports,
protocols, andservices.

3.4.8

Applydeny-by-exception (blacklisting) policy to
preventtheuseofunauthorizedsoftware or
deny-all, permit-by-exception (whitelisting)
policytoallowtheexecutionof

authorized software.

3.4.9

Controland monitoruser-installedsoftware.

3.5.1*

Identifysystemusers, processesactingon
behalf of users, and devices.

3.5.2*

Authenticate (orverify) theidentitiesof
users, processes, or devices, as a
prerequisite to allowing access to
organizational systems.

3.5.3

Use multifactor authentication (MFA) for
localand networkaccesstoprivileged
accounts and for network access to non-
privileged accounts.

3to5

Subtract5pointsif MFAnot
implemented. Subtract 3
points if implemented for
remote and privileged users,
but not the general user

3.54

Employ replay-resistant authentication
mechanisms for network accessto privileged
and non-privileged accounts.

3.5.5

Prevent reuse of identifiers for a defined
period.

3.5.6

Disable identifiers after a defined period of
inactivity.
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Security Requirement

Value

Comment

3.5.7

Enforce a minimum password complexity
and change of characters when new
passwords are created.

1

3.5.8

Prohibit password reuse for a specified
number of generations.

3.5.9

Allow temporary password use for system
logons withan immediate changetoa
permanent password.

3.5.10

Store and transmitonly cryptographically-
protected passwords.

Encrypted representations of
passwords include, for
example, encrypted versions of
passwords and one-way
cryptographic hashes of
passwords

3.5.11

Obscure feedback of authentication
information.

3.6.1

Establishanoperationalincident-handling
capability for organizational systems that
includes preparation, detection, analysis,
containment, recovery,anduserresponse
activities.

3.6.2

Track, document, and report incidents to
designated officials and/or authorities both
internal and external tothe organization.

3.6.3

Test the organizational incident response
capability.

3.7.1

Perform maintenance on organizational
systems.

3.7.2

Providecontrolsonthetools, techniques,
mechanisms, and personnel usedto conduct
system maintenance.

3.7.3

Ensure equipment removed for off-site
maintenance is sanitized of any CUI.

3.74

Check mediacontaining diagnosticand test
programs formalicious code before the

media are used in organizational systems.

3.75

Require multifactor authentication to
establishnonlocalmaintenancesessionsvia
external network connections and terminate
such connections when nonlocal
maintenance is complete.
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Security Requirement

Value

Comment

3.7.6

Supervise the maintenance activities of
maintenance personnel without required
access authorization.

1

3.8.1

Protect(i.e., physically controland securely
store)systemmediacontainingCUI,both
paper and digital.

Exposure limitedto CUl on
media

3.8.2

Limit access to CUI on system media to
authorized users.

Exposure limited to CUI on
media

3.8.3*

Sanitizeordestroy system mediacontaining
CUIl beforedisposalorrelease forreuse.

While exposure limited to
CUI on media, failure to
sanitize can result in
continual exposure of CUI

3.84

Mark media with necessary CUI markings
and distribution limitations.

3.8.5

ControlaccesstomediacontainingCUIland
maintain accountability for media during
transport outside of controlled areas.

3.8.6

Implement cryptographic mechanisms to
protecttheconfidentiality of CUlstoredon
digital media during transport unless
otherwise protected by alternative physical
safeguards.

3.8.7

Control the use of removable media on
system components.

3.8.8

Prohibittheuseof portablestoragedevices
whensuchdeviceshave noidentifiable
owner.

3.8.9

Protectthe confidentiality of backup CUl at
storage locations.

39.1

Screenindividuals prior toauthorizing access
to organizational systems containing CUI.

3.9.2

Ensure that organizational systems
containing CUI are protected during and
after personnel actions such as terminations
and transfers.

3.10.1*

Limit physical access to organizational
systems, equipment, and the respective
operatingenvironmentstoauthorized
individuals.

3.10.2

Protect and monitor the physical facility and
support infrastructure for organizational
systems.
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Security Requirement

Value

Comment

3.10.3*

Escort visitors and monitor visitor activity.

1

3.10.4*

Maintain audit logs of physical access.

3.10.5*

Controlandmanagephysicalaccessdevices.

3.10.6

Enforce safeguarding measures for CUI at
alternate work sites.

1
1
1

3.11.1

Periodically assesstherisk toorganizational
operations (including mission, functions,
image, or reputation), organizational assets, and
individuals, resulting from the operation of
organizationalsystemsandtheassociated
processing, storage, or transmission of CUI.

3.11.2

Scan for vulnerabilities in organizational
systemsandapplicationsperiodicallyand
when new vulnerabilities affecting those
systems and applications are identified.

3.11.3

Remediate vulnerabilities in accordance with
risk assessments.

3.12.1

Periodically assessthesecurity controlsin
organizational systems to determine if the
controls are effective in their application.

3.12.2

Develop and implement plans of action
designedto correctdeficienciesand reduce or
eliminate vulnerabilities in organizational
systems.

3.12.3

Monitor security controls on an ongoing
basisto ensure the continued effectiveness
of the controls.

3.12.4

Develop,document,and periodically update
system security plans thatdescribe system
boundaries, system environments of
operation, howsecurity requirementsare
implemented,andtherelationshipswithor
connections to other systems.

NA

The absence of a system

security planwouldresultin a

finding that ‘an assessment

couldnotbe completeddue to
incomplete information and

noncompliancewith

DFARS clause 252.204-7012.

3.13.1*

Monitor, control, and protect
communications (i.e., information
transmittedorreceivedbyorganizational
systems) atthe external boundaries and key
internal boundaries of organizational
systems.
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Security Requirement

Value

Comment

3.13.2

Employarchitecturaldesigns,software
developmenttechniques,andsystems
engineering principles that promote
effective information security within
organizational systems.

5

3.13.3

Separate user functionality from system
management functionality.

3.13.4

Prevent unauthorized and unintended
information transfer via shared system
resources.

3.13.5*

Implement subnetworks for publicly
accessiblesystemcomponentsthatare
physicallyorlogicallyseparatedfrom
internal networks.

3.13.6

Denynetworkcommunicationstrafficby
default and allow network communications
trafficbyexception(i.e.,denyall, permitby
exception).

3.13.7

Preventremote devices fromsimultaneously
establishingnon-remoteconnectionswith
organizational systems and communicating via
someother connectiontoresourcesin

external networks (i.e., split tunneling).

3.13.8

Implementcryptographic mechanismsto
prevent unauthorized disclosure of CUI
duringtransmissionunlessotherwise
protected by alternative physical safeguards.

3.13.9

Terminate network connectionsassociated with
communications sessions at the end of the
sessions or after adefined period of
inactivity.

3.13.10

Establishandmanagecryptographickeysfor
cryptographyemployedinorganizational
systems.

3.13.11

Employ FIPS-validated cryptography when usedto
protecttheconfidentiality of CUI.

3to5

Subtract 5 points if no
cryptography is employed; 3

points if mostly not FIPS

validated

3.13.12

Prohibit remote activation of collaborative
computing devices and provide indication of
devices in use to users presentatthe device.
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Security Requirement Value Comment

3.13.13 | Controland monitor the use of mobile code. 1

3.13.14 | Control and monitor the use of VVoice over 1
Internet Protocol (VolIP) technologies.

3.13.15 | Protecttheauthenticity of communications 5
sessions.

3.13.16 | Protect the confidentiality of CUI at rest. 1

3.14.1* | ldentify, report, and correctsystemflawsin 5
a timely manner.

3.14.2* | Provide protection from malicious code at 5
designated locationswithin organizational
systems.

3.14.3 | Monitor system security alerts and 5
advisories and take action in response.

3.14.4* | Updatemaliciouscodeprotection 5
mechanismswhennewreleasesare
available.

3.14.5* | Perform periodic scans of organizational 3
systems and real-time scans of files from
externalsourcesasfilesare downloaded,
opened, or executed.

3.14.6 | Monitororganizational systems, including 5
inbound and outbound communications
traffic, todetectattacksandindicators of
potential attacks.

3.14.7 | ldentifyunauthorizeduseoforganizational 3

systems

* Basic safeguarding requirements and procedures to protect covered contractor information systemsper

Federal AcquisitionRegulation (FAR)clause52.204-21, Basic Safeguardingof Covered Contractor

InformationSystems.
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Annex B - Basic (Contractor Self-Assessment) NIST SP 800-171 DoD Assessment Results Format

= Scoreyourimplementation of the security requirementsin NIST SP 800-171based on Section
5 and Annex A of this document.

= Document your Basic (self) NIST SP 800-171 DoD Assessment score in Supplier Performance Risk
System (SPRS). A Procurement Integrated Enterprise Environment (PIEE) account with aSPRS
“CyberVendor’rolewillberequiredtoenter Basic Assessmentinformationinto SPRS. Thisrole
may be requested through PIEE.

« Informationrequired forenteringresultsofaBasicNISTSP800-171DoD Assessmentinto SPRS
include:

Date of theassessment

Summary levelscore (e.g., 95outof 110, NOT the individual value for each
requirement)

Scope of the Basic Assessment - ldentify each system security plan (security
requirement3.12.4) supporting the performance of this contract. All company CAGE codes
mustbemappedtotheappropriatesystemsecurityplan(s). Additionally, a brief
description of the plan architecture may be required, if more than one plan exists.

m  Select Open CAGE Hierarchy to choose CAGES covered by the system security plan.

m  Note:ifaCAGEdoesnotappear inthe hierarchy, update your company’s records
in the System for Award Management (SAM); ensure immediate/ highest level
owner CAGEsarecorrectly indicated. SPRSwillnormally be updated within 24
hours.

Planof ActionCompletion Date—datethatascoreof110isexpectedtobeachieved foreach
systemsecurity planassessed (i.e., all requirements implemented) based on information
gatheredfromassociatedplan(s) ofactiondevelopedinaccordance with NIST SP 800-
171 (security requirement 3.12.2).

e Informational links include:

PIEE Landing Page: https://wawf.eb.mil/piee-landing/

InformationonrequestingaccessviaPIEE may be foundhere:_
https://www.sprs.csd.disa.mil/access.htm

Informationonentering Cyberassessmentscoresinto SPRSmaybefoundhere:_
https://www.sprs.csd.disa.mil/reference.htm

SPRS Homepage: https://www.sprs.csd.disa.mil/default.htm
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